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Abstract: The paper explores the impact of artificial intelligence on the
transformation of the concept of total defense in the contemporary security
environment. Starting from the understanding of total defense as a comprehensive
system of societal and institutional resilience, the paper analyzes artificial intelligence
as a structural factor that reshapes the organization of defense, decision-making
processes, and state action. Through a comparative analysis of the experiences of
the Baltic and Scandinavian countries, key models for integrating algorithmic systems
into national mechanisms of deterrence, crisis management and warfare are
identified. The inclusion of artificial intelligence as a structural factor in the concept
of total defense transforms its organizational architecture, shifting the focus from
the traditional civil-military concept to an integrated system of societal resistance
and resistance management of the entire society. Based on these findings, the paper
proposals are formulated for a strategic approach to Serbia’s concept of total defense
and its transformation into a modern model that integrates political, economic,
military, informational and technological capacities into a unique architecture of
algorithmic resilience. The aim of the paper is to show how artificial intelligence is
becoming the foundation of a new strategic logic of total defense, in which algorithms
serves as a catalyst for resilience and deterrence in an era of complex security threats.
At the same time, the paper highlights the potential risk of using artificial intelligence
in the absence of an adequate legal framework, with emphasizing the need to
strengthen social cohesion in terms of trust in institutions, resilience to information
warfare and active public engagement in the modern concept of total defense.
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Introduction

In an era in which the boundaries between peace and war, civil and military,
physical and cyberspace are increasingly blurred, the concept of state defense
must reconsider its theoretical and operational foundations. Contemporary
threats, including hybrid operations, non-state actors, cyberattacks and
disinformation campaigns indicate that the traditional model of military defense
is no longer adequate. In a broader theoretical context, this question is linked
to the Copenhagen School’s concept of societal security, which emphasizes the
importance of protecting the vital functions of society, as well as with paradigms
of multidomain warfare that emphasize the integration of all instruments of
national power.

As emphasized in the Brookings Institution recently published study, modern
enemies can paralyze the functioning of the state not by firing a single missile,
but by “killing the system from within”, through infrastructure disruption,
information entropy and cyber operations (Noyes and Humpal 2025). In this
context, there is a need for a concept that encompasses society as a whole and
mobilizes all available resources a model that will make the state not only
resilient, but also adaptive in times of crisis.

The concept of total defense, which traditionally referred to the mobilization
of civilian and military capabilities in times of war, has regained prominence. As
described by Grigalashvili (2023), the modern concept of total defense is based
on two fundamental principles: resistance and resilience. Research conducted
by Jordan (2024, 315) shows that the Baltic states, under pressure from
developments in their immediate security environment, have once again
adopted a comprehensive approach to defense in which society itself constitutes
a key element of resistance.

These examples demonstrate that the concept of total defense is not only a
traditional concept inherited by small and medium-sized countries, but has also
attracted scholarly attention in major powers, including the United States of
America (USA). The reaffirmation of the total defense model in response to
modern challenges and threats to national security requires, in addition to
traditional instruments, the application of advanced technologies. However, as
technologies are evolving faster than institutions can adapt their regulatory
framework, we are entering an era in which the application of artificial
intelligence is no longer merely an option but a strategic necessity. Jacob
Simpson et al. (2021) as early as 2021 observed that artificial intelligence could
transform command-and-control and information systems. However, if
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implemented without thorough prior analysis, such systems may themselves
become sources of critical vulnerabilities. Therefore, the integration of artificial
intelligence in the concept of total defense requires a new strategic logic that
not only technological, but also organizational and, to some extent, cultural.

Based on the foregoing, this paper hypothesizes that incorporating artificial
intelligence as a structural component of total defense transforms its
organizational architecture by shifting the focus from the traditional civil-military
concept to an integrated system for managing societal resilience through data,
algorithms and predictive analytics. The paper aims to analyze that process using
the comparative analysis, present examples of best practice and propose a
model for Serbia.

Methodologically, the paper relies on a comparative analysis of selected
models of total defense of several states, as well on a content analysis of strategic
documents, academic articles and research institute reports, in order to identify
potential organizational and technological models for the application of artificial
intelligence. The paper also formulates recommendations of the Republic of
Serbia’s total defense concept, particularly with regard to institutional
organization, technology, human resources, and the legal framework.

In addition to the Introduction and Conclusion, the paper consists of four
substantive sections. The first section discusses the theoretical framework and
modern approaches to the concept of total defense. The second section
introduces the modern concept of total defense, the so-called. 2.0. The third
section examines artificial intelligence as a transformative factor in development
of concept. The final section proposes a model for Serbia, and concludes with
recommendations for further research.

Theoretical framework of the concept of total defense

The concept of total defense has evolved through different historical and
political phases, but its essence has remained unchanged. The evolution from
mass mobilization during two World Wars, through the Cold War to modern
doctrines of resilience and comprehensive digital defense reflects significant
changes in the global strategic environment. Contemporary security threats have
led to a conceptual shift, in which total defense is no longer based solely on
territorial defense but on the long-term resilience of society as a whole (Buzan
and Waever 2003; Linkov and Trump 2019). State defense is not exclusively a
military responsibility but a systemic undertaking involving society as a whole.
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Although traditionally associated with smaller states facing existential threats,
total defense has attracted renewed attention in academic and strategic debates,
particularly following the Russian annexation of Crimea in 2014, the escalation
of the conflict in Ukraine, and the rapid development of digital technologies,
cyber threats, and artificial intelligence. This concept implies that state defense
is based on the integration of society, state institutions, the economy and military
capacities into a unified national security system.

The origins of total defense can be traced to the nineteenth-century models
of mass mobilization, particularly in Prussia, while its modern form emerged
during the Cold War, especially in the Scandinavian countries. Sweden and
Finland developed the so-called “Total Defense” (totalférsvar) system, which
integrates military and civilian resources into a comprehensive model of national
preparedness for crises, war, and occupation. As Sundelius and Eldeblad (2023)
point out, total defense entails the structural integration of civil and military
capacities in order to ensure the continuity of state functions. In the post-Cold
War period, the concept evolved, as states such as Estonia and lIsrael
incorporated cyber resilience, social cohesion, and strategic communications,
thereby broadening its conceptual scope. The total defense concepts adopted
by the Baltic States deserve special attention in the context of adaptation to the
modern security environment. The Baltic States have adopted a comprehensive
approach to national defense. Latvia has placed greater emphasis on public
education, whereas Lithuania has prioritized the development of international
cooperation. Estonia has been the most successful in implementing a
comprehensive approach to defense (Jordan 2024). Estonia has adopted the so-
called distributed resilience, which integrates the information and
communication sector with civil society (Tikk, Kaska and Vih 2010).

Contemporary literature emphasizes that total defense is best understood
through two complementary concepts: institutional coordination (whole-of-
government) and societal mobilization (whole-of-society). Among other
countries, the Baltic States integrate all societal subsystems — political, economic,
informational and security — into a common architecture of resistance (Jordan
2024, 315). Small security systems cannot compensate for strategic weaknesses
through the quantity of their weaponry, but by synthesizing their resources into
a functional defense system. This is the fundamental principle on which total
defense is founded in the modern strategic environment.

The dominant theoretical approaches to the concept of total defense are
based on engagement of both government institutions and society as a whole.
The concept thus plays a key role in the credibility of national defense and
deterrence. These approaches are also grounded in the theory of military
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strategy. In modern doctrines, total defense has become closely associated with
the concepts of resistance and resilience (Grigalashvili 2023, 240). Holling’s
concept of adaptive cyclicity shows that complex systems can survive by
absorbing disturbances, reorganizing their structure, and maintaining their
functionality (Walker et al. 2004). In the field of security studies, this theory has
evolved through approaches that define resilience as the ability of a system to
prepare, react, recover and adapt (Linkov, Trump and Hynes 2019). Resilience is
not only a physical or infrastructural category but also psychological and cultural
one. Society must be capable of withstanding the stresses of crisis without
collapsing the value structure and the will to resist.

On the other hand, Lawrence Freedman’s (2013) work places total defense
within the broader framework of the deterrence strategy in conditions of limited
resources. Total defense enables smaller states to raise the cost of aggression to
a potential aggressor through societal mobilization, resistance to occupation,
and a long-term defensive strategy. In the context of the strategic concepts of
small states, their greatest asset is a predictable organizational architecture that
enables rapid response and minimizes initial damage.

Furthermore, contemporary literature increasingly interprets total defense
through the lens of complexity theory. Modern threats have a multi-domain
structure, which means that they do not follow the linear logic of classical
warfare. Buzan and Waever (2003) argue that security is “structurally dispersed”
across different sectors: military, political, economic, social and cyber space. In
such a system, national defense becomes networked, and all subsystems of the
state are interdependent. The failure of a single domain can trigger systemic
effects, particularly in the case of digital threats, which evolve more rapidly than
traditional institutional response capacities. This implies that total defense in
the twenty-first century is no longer a traditional model of mobilization but a
dynamic system of adaptive response.

Finally, when the role of artificial intelligence is considered in the context of
the theoretical concept of total defense, as a transformative factor, it introduces
a new dimension of this concept. While earlier theoretical approaches regard
the state as the primary bearer of resistance, the age of artificial intelligence
shifts the center of gravity toward technological infrastructure as an equally
strategic factor. Artificial intelligence is transforming the very foundations of
command and control by introducing predictive capabilities, autonomous
detection and algorithmic decision-making. However, the same authors warn
that the uncritical introduction of artificial intelligence creates new
vulnerabilities, including algorithmic bias, cyber dependency and structural
exposure to unreliable data. In this sense, the paper argues that artificial
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intelligence should be understood as a structural factor of total defense rather
than as a tool added to existing models. The integration of artificial intelligence
moves the concept toward “algorithmic resilience” defined as the system’s ability
to predict, absorb and adapt risks through dynamic data analysis. The integration
of artificial intelligence in the traditional concept of total defense elevates the
concept to a new level and may well provide the foundation for what the authors
define as “total defense 2.0”".

The strategic logic of the “total defense 2.0” concept

Strategic logic in the modern security environment represents an intellectual
framework that connects political objectives, available resources and the
dynamics of the operational environment into a coherent system of action. It
rests on the premise that a strategy cannot be a series of isolated decisions but
must possess an internal rationality and “grammar” that explains why a certain
approach is effective under conditions of complex, hybrid, and technologically
mediated threats. As Colin S. Gray (1999) points out, strategy is sustainable only
when there is a clear logical causal relationship between politics, military power
and its employment. Similarly, Freedman (2013) emphasizes that contemporary
strategy functions as a “narrative logic” that integrates the goals, methods, and
perceptions of different actors. In an era of rapid technological change and
advances in artificial intelligence, strategic logic becomes even more important
because it enables complex data, multidomain realities, and uncertainty to be
translated into a sustainable and adaptive model of action.

The concept of total defense, which lost some of its prominence after the
end of the Cold War, regained relevance again during the second decade of the
twenty-first century. As some theorists have noted, old recipes are being applied
to new threats. For example, following the end of the Cold War, Sweden
abandoned the further development of its total defense model and instead
focused on strengthening emergency management and capabilities for
expeditionary military operations, an approach that was typical for most
European countries. The renewed interest in the previous model was prompted
by changes in the regional security environment following Russian aggressive
policy. Accordingly, in 2019, Sweden carried out an analysis and put forward
proposals in a document entitled Resilience - the concept of total defense and
the development of civil defense 2021-2025. This document represents the first
phase in the revitalization of the concept of total defense, i.e. its new version
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2.0 as discussed in the Warsaw Institute (2018) report Swedish Total Defense.
The document places particular emphasis on strengthening resilience against
hybrid threats. The document’s central objective is to strengthen society’s ability
to function independently during the first twelve weeks of a crisis or potential
war. The proposed measures envisage the mobilization of all citizens and the
transition to a wartime condition of living, organization and work. The concept
is based on the premise that every citizen has an individual role and
responsibility, with everyday activities adapted to support the functioning of
society during crisis or wartime. Table 1 below indicates the classification and
evolution of the strategic approach to Sweden’s total defense concept (Angstrom
and Ljungkvist 2024, 517).

Table 1. Swedish total defense strategies, 1948—-2022

Command and control

decentralized centralized
Separate ,Cell“ (1948-1972) ,Stovepipe“(1972—-1993)
Civil-military roles
Blurred ,Fort“(2014-2022) ,Cluster“(1994-2014)

Source: Authors; according to: Angstrom and Ljungkvist 2024, 517

The evolution of the leadership and command model, as presented in Table
1, in correlation with the relationship between civilian and military roles,
indicates a gradual transformation of security management from institutional
segmentation to functional integration. The early “cell” model (1948-1972),
based on decentralized command and clearly separated civil-military
responsibilities, ensured a high degree of systemic resilience, albeit at the cost
of limited strategic coherence. In contrast, the “stovepipe” model (1972-1993)
introduced centralized management while preserving institutional duality,
contributing to more effective control but also to the emergence of functional
“silos” and weak intersectoral coordination. The post-Cold War period was
characterized by the “cluster” model (1994-2014), which integrated civilian and
military roles within a centralized system, enabling greater coordination of
policies and operations while simultaneously increasing dependence on the
decision-making center. Finally, the “fortress” model (2014-2022) reflects
adaptation to hybrid threats and a multidomain environment, combining
integrated civil-military capabilities with decentralized command, thereby
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strengthening operational flexibility and systemic resilience, while poses
challenges to preserve unified strategic governance.

Immediately after Sweden’s measures, a new study examined the concept
of total defense 2.0 in the context of the Baltic region. In addition to various
measures aimed to improve the concept, particular emphasis is placed on the
development of scientific and technological communities, the economy and the
defense industry. The concept emphasis investment in technologies as part of
overall defense and societal resilience capabilities, including increased
production of critical products, drones, artificial intelligence, robust cyber
capabilities and cost-effective space technologies. The extent to which the Nordic
states coordinate and share the benefits of these technologies with their Baltic
partners will directly enhance regional resilience and the overall effectiveness
of total defense (Saxi, Sundelius and Swaney 2020, 13).

In 2022, Jones and Love (2022) introduced the concept of “Resilience and
Resistance 2.0”, arguing that it serves as a catalyst for enhancing societal resilience
and resistance against invasion and potential occupation by revisionist forces.
Drawing on the experiences of the initial phase of the conflict in Ukraine, Jones
and Love highlighted the need for continuous assessment and refinement of total
defense measures. The authors emphasize the importance of mobilizing society
as a whole under government leadership. The development of an appropriate
institutional framework in peacetime provides the foundation for successful
implementation of the concept in wartime. All government programs must be
legitimate and clearly understood by both the public and state institutions. At the
same time, they must convey a credible deterrent message to the potential enemy
(Jones and Love 2022). The above approach represents an enhanced concept of
total defense that emerged in response to the crisis. However, if properly
implemented, the concept can enhance a nation’s resilience and deter aggression.

Annelies van Vark’s (2025) examines the conceptual difference among the
North Atlantic Treaty Organization (NATO) member states regarding the concept
of total defense. With NATO Secretary General Mark Rutte’s proposal to increase
military spending to 3.5% of GDP, with an additional 1.5% allocated to
strengthening societal resilience and infrastructure, the Alliance signals a renewed
commitment to defending not only its territory but also the democratic values
of its member societies. This dual emphasis on military capabilities and general
societal preparedness is reminiscent of the “total defense” model long practiced
in the Nordic countries (Van Vark 2025). This revitalized model of financing
societal resilience, and thereby strengthening the Alliance’s capacity to respond
to emerging security challenges, demonstrates that the concept of total defense
continues to evolve in response to the changing global security environment. In
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this way, the concept of total defense continues to evolve, demonstrating that
military power itself is not enough to defend the state and that national defense
must be a responsibility shared by society as a whole. The revitalized concept
should ensure that societies, states and allies act in a synchronized, structural and
functional manner in response to a potential enemy.

It can be concluded that the concept of “total defense 2.0” represents the
natural evolution of the classic concept of total defense, adapted to the modern
multidimensional security environment. Whereas the traditional concept of total
defense primarily integrates military and civilian resources to counter direct
aggression, version 2.0 extends this approach by incorporating emerging
technologies and a multidomain perspective. These emerging technologies are
primarily reflected in the application of artificial intelligence, cyber security, and
advanced weapons systems and military equipment. At the same time, the societal
resilience requires the development of systemic capacities that enable both civil
and public institutions to function under a wide range of pressures, including
disruptions affecting essential services, healthcare, critical infrastructure, and
public awareness. A particular challenge is posed by hybrid threats that combine
cyber and cognitive operations, economic coercion and geopolitical manipulation
—dimensions that were not systematically addressed by the classic total defense.

Finally, a multidomain approach, based on the integration of emerging
operational domains such as space and cyber space, enables coordination across
the physical, information and digital space, resulting in a more dynamic and
flexible defense posture. Total Defense 2.0 is not merely a military or civilian
strategy; rather, it represents a holistic model of state and societal resilience, in
which technology and intellectual capital become key enablers of crisis
prevention and response.

Three-level transformation and total defense 2.0
in the age of artificial intelligence

The new challenges facing the concept of total defense in an era of advanced
technologies, multidomain engagement of forces and assets, asymmetric threats
and hybrid warfare require an equally comprehensive and integrated response.
The traditional concept of total defense, which relied primarily on the military
component, with the civilian sector serving in a supporting role, is no longer
sufficient to address modern security challenges. For this reason, this paper
adopts the concept of total defense 2.0 as a necessary response. The integration
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of artificial intelligence into the security system represents not merely a
technological advancement but a profound transformation of the concept of
total defense. This transformation encompasses changes at three interrelated
levels: structural, functional, and social. Although these three levels are already
embedded in Northern European models of total defense, it is only with the
advent of artificial intelligence that they acquire a coherent systemic dynamic,
integrating defense and security institutions, national infrastructure, critical
resources and the society into a unified architecture of algorithmic resilience.

The transformation of the concept across these three levels is intended to
ensure the algorithmic resilience of the nation, state, or an alliance, thereby
establishing a new approach to implementing the concept. Algorithmic resilience
refers to the ability of the state, its institutions and society to leverage artificial
intelligence, big data analysis, and automated processes to anticipate, absorb,
adapt to and recover from complex multidomain threats. In era of exponential
technological advancement, resilience is no longer merely an organizational or
infrastructural category, but also an algorithmic capability that enables systems
to learn, analyze and respond proactively to emerging crisis. Research on crisis
response and artificial intelligence demonstrates that algorithmic models can
significantly enhance early risk detection and raise levels of systemic resilience
(llcic, Fuentes and Lawler 2025), while advances in generative artificial
intelligence for cyber security are increasingly viewed as a key factor in the
protecting critical infrastructure and maintaining social stability (Radanliev,
Santos and Ani 2025).

Within the Total Defense 2.0 framework, algorithmic resilience serves as an
integrative mechanism that links the military, civilian, cyber and cognitive
domains into a unified national security system. It enables hybrid threats to be
detected before they escalate, allows institutions to automatically stabilize under
pressure, and supports decision-makers by providing predictive models and
cognitive analytics. In this way, algorithmic resilience transforms Total Defense
2.0 from a reactive defense model to a proactive, dynamic and adaptive system
capable of operating in real time.

As illustrated in Figure 1, the transformation should be understood as a
sequence of clearly defined stages. The first stage involves structural changes at
the societal, state and the alliance levels. This first level provides the basis for
further development and lays the foundation for an enhanced concept of total
defense. Once an optimal system structure has been established, the next stage
is functional transformation. New and more advanced functions should ensure
the more effective use of available resources and optimize responses at all levels,
from the individual to the society as a whole. The capabilities offered by
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technologies such as artificial intelligence are essential to this process. Finally,
the third level represents the society, which understands, knows and accepts
the new developments in security.

Figure 1. The transformation of the concept of total defense
in the era of artificial intelligence

TRANSFORMATION OF TOTAL
DEFENSE CONCEPT
TN THE ERA OF ARTIFICTAL INTELLIGENCE

STRUCTURAL
TRANSFORMATION

FUNCTIONAL

THRANSFORMATION

SOCTAL
TRANSFORMATION

Source: lllustration by the authors

Every state constitutes a complex system, regardless of whether it is a small,
medium-sized state or a great power. The structure of a such system is inherently
complex. However, a sound institutional structure does not necessarily
guarantee the effective functioning of the system. This means that the functional
level must constitute a natural extension of a well-structured state, supported
by a clear allocation of responsibilities and resources. The last level related to
society is perhaps the most sensitive. Without public acceptance and
understanding of the functions of state structures, there is no cohesion in the
system. This represents one of the most important challenges in implementing
the concept of total defense. A lack of understanding roles of individuals, groups
of people, a legal entities, large state systems and other relevant actors is the
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main source of inconsistency in the process of planning, organization, and
realization of the concept of total defense. One potential source of cohesion is
the broad application of artificial intelligence resources across the three levels
of transformation examined in this paper. It is precisely the structural, functional,
and social transformation of the total defense concept that is necessary in order
to introduce artificial intelligence into the concept.

Artificial intelligence can be understood as a structural transformer, which
should provide a new defense management logic but also contribute to the
actualization, optimization, and activation of the predict-prevent-respond
paradigm. In essence, the power of the algorithm should become a central part
of the command -and- control infrastructure. Such an upgrade of the concept,
in addition to numerous advantages, also leads to the already traditional risks
and limitations associated with the artificial intelligence. These are malicious
activities of rival systems (adversary attacks), manipulation of data (data
poisoning), automation of decisions, and ethical risks. This paper places
particular emphasis on the structural factor as an element of transformation,
while functional and social factors will be analyzed to a lesser extent.

Structural transformation

The structural level of transformation refers to the institutional concept,
normative framework, division of competences, and the state’s capacity to
coordinate civilian and military resources. The basis of the functioning of the
state is the structure of its institutions, authorities and resources. The ability to
act jointly within the assigned competences to achieve the most important
national interests and goals is the foremost imperative. The structure is also at
the basis of the concept of total defense. In the traditional models of
Scandinavia, Israel, or Switzerland, this architecture was material, infrastructural,
and personnel. With artificial intelligence, it becomes informational, network-
structured and dynamically adaptive.

In its document EU Defense Industry Transformation Roadmap: Unleashing
Disruptive Innovation for Defense Readiness from 2025, the European Union
(EU) emphasized the importance of speed, agility, and risk assessment for
defense. In the same way, it is stated that the EU needs a fundamental change
in the way of thinking and procedures inherited from the past at all levels, from
the member state, the industry, and the EU institution. The document highlights
the structural challenges that are one of the key factors in the transformation of
the “New Defense” model of the new defense policy, which is based on lessons
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from Ukraine and the potential of revolutionary technologies in the field of
defense (EC 2025, 7).

Araya and King (2022, 4), discussing the impact of artificial intelligence on
defense and security, state that it represents a structural transformation in the
nature of national security. The study implies that a greater focus is needed on
the development and integration of advanced and transformative technologies,
including cyber networks and autonomous systems. The basis of the structure
of such systems is artificial intelligence. According to Steinmo (2010), modern
states function as complex adaptive systems. In his research, he examines the
transformation of the state across political, economic, and social dimensions.

The structural transformation factor considers a wide range of activities from
defense based on developed industry to an algorithmic architecture where
institutional capacity depends on the ability to learn and predict based on data.
The introduction of artificial intelligence into the concept of total defense opens
the possibility for predictive risk assessment, real-time crisis management,
automated vulnerability analysis of critical infrastructure, optimization of
logistics, mobilization, and support of civil society. In its concept of “civil
preparedness”, NATO (2024) increasingly emphasizes the need for data-driven
resilience, which places the structural level of total defense in a digital context.
At the same time, countries like Finland and Estonia are developing models in
which artificial intelligence is part of the entire national defense system,
including cyber command, digital identification, and coordination. Thus, the
structure of total defense is transformed from a system of fixed organizational
lines into an architecture of algorithmically supported integration, in which data
is the key resource.

In addition to the above, the structural factor in the transformation of the
concept of total defense implies a transition from a traditional, static, and
material-oriented architecture to a dynamically adaptive, networked, and
algorithmically supported structure. The process can be broken down into
several stages. The first phase includes the mapping of the existing structure, in
which institutions, capacities, resources, and competences should be identified.
Then the process continues with the analysis of critical points in the coordination
of civil and military forces. A special process in this phase should be the
assessment of the state’s digital and informational capacity, i.e., how much data
is collected, processed and how much is used in the decision-making process.
In the second phase, it is necessary to define the new principles of the
organization, i.e. a new or changed structure. This new structure should enable
the transition to a networked algorithmically supported architecture, in which
the key resource is information. In this way, the system could learn and, based
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on the available data, provide assessments to decision-makers in real time. The
final segment in this phase would be the full integration of civilian, military, and
private resources into one coordinated system.

The third stage of requirements is crucial in the context of algorithmic
resilience; it represents technological integration. And it is realized by introducing
artificial intelligence in risk management, cybersecurity, logistics, mobilization,
and support to civil society. This is achieved in practice by developing
autonomous and automated systems that contribute to speed and flexibility.
The last segment of this phase would be the creation of standards to enable
coordination among all actors, both at the national level and beyond. The fourth
phase should test the adaptation of institutional capacities, primarily through
changes in organizational design. Organizational units such as advanced decision
centers, digital commands, data analysis units, and other Al-supported systems
would have to be tested here. After the testing segment, changes to the
normative framework would ensure flexible protocols, faster decision-making,
and the legitimacy of integrating new actors. The last segment of this phase
would include training and development of human resources for working with
technologies and algorithmic systems.

The aforementioned four phases of structural transformation do not end
with implementation but are only one cycle of the process, which should
involve constant testing, iterative upgrades, and continuous learning. All this
would lead to constant improvement of algorithms, processes, and institutional
structure. The foregoing implies that structural transformation is an ongoing
process, and that it essentially represents the basic phase in transforming the
concept of total defense.

Functional transformation

The functional factor in the context of the transformation of the total defense
concept as well as the implementation of algorithmic resistance represents the
framework mechanisms of action and the format of vertical integration of the
system. The functional transformation of total defense in the age of artificial
intelligence refers to the accelerated evolution of the process of analysis,
coordination, and operational action. While traditional systems of total defense
were based on a reactive approach, in which institutions respond to already
manifested risks, the integration of algorithmic systems enables a gradual
transition to a model in which a crisis is identified and neutralized long before it
becomes an operational threat. As Bollmann (2021) shows in his study of the
digital transformation of Scandinavian defense structures, command and control
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processes have become dependent on entirely new forms of data connectivity,
sensor systems, and predictive models, which accelerate the decision-making
and reshape the way security mechanism’s function.

In the Scandinavian models of total defense, digitization has already made
artificial intelligence an integral part of everyday activities, from situational
awareness analysis to the coordination of civil-military structures. New systems
function as “digital intermediaries” (Guo and Zhang 2026) that combine data
from energy networks, public services, cyber systems and military platforms,
creating a functional entity that the authors describe as network-enabled
readiness (Khaledi and Saifoddin 2023). This transforms the classical model,
which was dependent on hierarchical lines of command, into a network system
that can change and adjust priorities and routes of action in real time.

Predictive analytics is a key aspect of this functional transformation. As
research on digitization and crisis management in the Nordic countries shows,
algorithms can analyze information flows from social networks to sensor systems
and identify emerging risks, allowing resources to be directed before a crisis
escalates (Wrange, Bengtsson and Brommesson 2024). This is a significant
innovation compared to the classic total defense, in which the system reacts
only after the threat is manifested.

Multidomain connectivity becomes another feature of functional
transformation. Israel’s digitized defense model, described in several open
analyses, shows how machine learning-based systems integrate the intelligence,
operational, and logistics domains into a single platform, fundamentally
changing operational functionality and speed of reaction (Aravantinos 2024). In
this way, artificial intelligence becomes not only a technological addition to
existing structures but a functional “core” that allows it to connect civil services,
military structures and critical infrastructures in real time.

An additional functional aspect relates to informational and cognitive
defense. When analyzing the Estonian model, systems for early detection of
disinformation, analysis of emotional trends, and recognition of coordinated
campaigns are becoming the standard in modern concepts of total defense
(Teperik et al. 2022). Here, artificial intelligence acts as a system of protection
for the cognitive security of society and institutions.

As a whole, the functional transformation of total defense in an era of
artificial intelligence represents a transition from static, vertical, and reactive
mechanisms to dynamic, network-organized, and predictively oriented action
systems. In the broadest sense, the functional level includes mechanisms of
action such as mobilization, command, crisis management, communication,
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logistics, infrastructure protection, and operations in information, cyber, and
cognitive space. Artificial intelligence changes this level through automation,
optimization, and intelligent connection of processes.

Social transformation

Social transformation represents the most complex and deepest dimension
of modern total defense. The basic task of this transformation is to build social
cohesion and improve the algorithmic culture of security. While functional and
structural transformation describe changes in institutional and operational
mechanisms, social transformation reflects changes in culture, values, patterns
of behavior, and relations between the state and citizens. Society’s resilience is
not exclusively an institutional capacity but above all, a social norm built through
a conscious security policy and a culture of collective responsibility.

In the Scandinavian and Baltic models, social resilience increasingly rests on
digital competence, institutional transparency, and citizens’ trust in national
security mechanisms. As Anthes (2015) shows in his analysis of Estonia, citizens
become active participants in the security system not through classical
mobilization, but through participation in digital services, cyber exercises, and
common platforms for information processing. This changes the classic model
of social mobilization: citizens become not only beneficiaries of defense, but an
integral part of its cognitive and informational structure.

The cultural dimension of this transformation is evident in the way that digital
literacy is becoming the new basis of security culture. In Estonia, Finland, and
Sweden, digital competence is treated as a prerequisite for understanding
modern risks from disinformation to cyber operations. The development of
these competencies not only serves the individual security of citizens but also
the strengthening of overall social resilience. Research on civil-military
cooperation in Sweden shows that it is trust in institutions and trust in digital
systems that are the basis for the successful operation of total defense (Tillberg,
Berndtsson and Tillberg 2025).

From a societal perspective, artificial intelligence introduces a new dimension
of trust. Trust in algorithms, their transparency and the mechanisms governing
their oversight becomes as important as trust in public institutions. If the
algorithms are perceived as opaque or biased, they can undermine the
legitimacy of the entire defense system. The literature on strategic culture
emphasizes that countries with limited capacities must build a culture of security
in which technology and institutions reinforce a mutual trust, while citizens
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actively participate in a common system of resistance (Agustanto, Runturambi
and Puspitasari 2025).

Overall, the societal transformation of total defense in the age of artificial
intelligence entails the development of a culture in which citizens, institutions,
and algorithmic systems operate in a unique architecture. The Israeli concept
of “society in arms”, the Scandinavian model of “people’s defense” and the
Baltic idea of “digital citizenship” all rest on the assumption that social
mobilization is key to multi-layered resilience. Rather than relying on the
traditional model of a “society in arms,” contemporary total defense is evolving
toward a “society in an algorithm,” in which citizens become active participants
in cognitive and informational resilience, while trust emerges as a strategic
resource of national security.

Contribution to the concept of total defense
of the Republic of Serbia

The proposal of an improved model of the concept of total defense of the
Republic of Serbia must be based on the real capacities of the state, while
simultaneously following the principles of algorithmic resistance that are already
visible in the successful Nordic, Baltic, and Israeli frameworks. Starting from the
specifics of the Serbian security environment, civil-military infrastructure, and the
level of society’s digital transformation, the model of total defense must be
conceived as an integrated architecture that unites state institutions, the private
sector, the academic community, and citizens in a unique system of resistance.
This model should not be a copy of foreign solutions but an adaptation of the best
practices confirmed in the Nordic and Baltic regions to the conditions of Serbia,
bearing in mind its neutrality, geopolitical position, political and legal order.

The key assumption of the new model must be that total defense is not only
a reaction mechanism to crises, but a system of continuous protection. Serbia
already has parts of such a system within the security sector, intelligence
services, civil protection and infrastructure operators, but they operate in a
fragmented way, with limited data exchange and different levels of digitization.
The introduction of artificial intelligence help to bridge these institutional divides
by creating an integrated “social security ecosystem” that operates predictive
analytics and dynamic coordination.

The first element of the proposed model would be the determination of the
institution in whose jurisdiction the development and implementation of this concept



764 BLAGOJEVIC, PAVIC

would take place. The current model, which envisages the competence of the Ministry
of Defense, certainly cannot provide a modern approach to total defense based on
the model of engagement of the entire society (Whole of Society Approach). The
establishment of the National Center for the Development of the Total Defense
Concept, which would function as a government body with clearly defined
competencies and resources, would enable integration and represent a kind of hub
for directing the actions of state and social capacities. The center would not only be
a technical institution, but an analytical-command structure similar to the Finnish
NCSC-FI (National Cyber Security Centre Finland) or the Estonian CERT-EE
(Kiiberintsidentide kdsitlemine CERT-EE). He would be in charge of collecting data from
several sectors, such as the military, political, information, energy, tele-
communications, public health, cyber domain, and education, in order to build a
unique national situational awareness framework. Serbia has the administrative
capacity to form such a body, because there are already institutions such as the Office
for Information Technology and e-Government, the Regulatory Body for Electronic
Communications and Postal Services (RATEL), and the Department for Emergency
Situations of the Ministry of Interior, but their structural connection is necessary.

The second element concerns the introduction of artificial intelligence in
support of civil-military coordination, which is a key lesson from the Swedish and
Norwegian models. Serbia has formally developed civil-military cooperation
mechanisms, but they mostly function in the context of emergency situations. In
the age of artificial intelligence, this coordination must become continuous, based
on algorithmic systems that monitor the status of resources, people, critical
infrastructure, and communication flows. This would allow defense mechanisms
to be activated without delay, and the decision-making structure would become
more flexible. The artificial intelligence integration system would proceed
according to the presented concept of structural, functional, and social factors.

The third element of the model concerns the construction of national
cognitive defense, the most sensitive segment of algorithmic resilience. In recent
years, Serbia has been exposed to disinformation, cyber-attacks, political
influence, and campaigns targeting public discourse. In line with Estonia’s
experience, it is necessary to develop a system that combines algorithmic
detection of manipulative content, quick reaction of state institutions, and
education programs. Here, it is particularly important to connect media houses,
scientific institutes, and security structures in a network that functions as a
national cognitive security filter. Serbia already has capacities in this area, but
they are neither centralized nor formally integrated into the defense framework.

The fourth element is the development of an ethical, legal, and regulatory
framework that will enable the safe application of artificial intelligence. In this
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sense, Serbia can draw on the experiences of the EU, International
Telecommunication Union (ITU), and United Nations Educational, Scientific and
Cultural Organization (UNESCO), but also adapt the rules to the specifics of its
security culture. It is crucial to define accountability protocols, transparency
standards, and oversight mechanisms over algorithmic systems, in order to
prevent abuses and build citizens’ trust. Without this dimension, even the best
technical system remains without social legitimacy.

The fifth element refers to the role of the private sector, which is indispensable
in all modern models of total defense. Serbia has a developed information and
telecommunications technology (ICT) industry, a growing number of “startups”
and several universities dealing with machine learning. All these actors must be
included in the defense architecture as partners, not as external entities. The
Finnish and Estonian models show that the private sector is becoming the bearer
of key segments of the algorithmic infrastructure, from cyber protection to
predictive systems. Serbia has the capacity to develop a similar approach with
institutional support and funding through targeted programs.

Finally, the proposed model of Serbia’s total defense should be based on the
idea that the societal resilience is inextricably linked to rapidly developing
technologies. Instead of relying on classical concepts of mobilization, the new
model should develop algorithmically supported mechanisms of cooperation,
prediction, and protection, which will enable Serbia to respond to the complex
risks of the modern security environment. With this approach, Serbia can build
a system that is not only adaptive, but also strategically flexible, and that offers
proactive security management rather than reaction.

Conclusion

The paper starts from the thesis that the accelerated development of
artificial intelligence essentially transforms the concept of total defense, moving
it from the classic civil-military model to an integrated system of algorithmic
resistance. The analysis of theoretical frameworks, as well as the comparative
experiences of the Nordic and Baltic States, showed that total defense in the
21st century can no longer be understood exclusively as a reaction mechanism
to armed aggression, but as a dynamic, multi-domain and socially rooted system
of risk management.

The key results of the work indicate that artificial intelligence does not act
only as a technological support to the existing defense structures, but as a
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structural factor, that changes the very foundations of the organization,
functioning, and legal arrangement of the concept of total defense. In this sense,
the introduction of the concept of algorithmic resistance enables the transition
from a reactive to a proactive logic of defense, in which threats are identified,
analyzed, and neutralized before they escalate into an open crisis.

The analysis of the three levels of transformation—structural, functional,
and social—demonstrates that the sustainability of total defense 2.0 depends
on their simultaneous and coordinated development. Structural transformation
provides an institutional and normative basis, functional transformation enables
effective real-time action, while social transformation provides legitimacy, trust,
and cohesion without which even the most advanced algorithmic systems
cannot function effectively.

A key contribution of the paper lies in the proposed enhanced model of the
Republic of Serbia’s total defense concept, which builds on the principles of
modern successful practice of algorithmic resistance, but adapted to national
specificities, institutional capacities, and geopolitical position of the state. The
proposed model underscores the need to integrate state institutions, the private
sector, the academic community, and citizens into a single system, in which data,
algorithms, and human resources work in sync.

At the same time, the paper highlights the limitations and risks associated
with the application of artificial intelligence in the field of total defense, including
issues of algorithmic bias, cyber vulnerability, ethical responsibility and
preservation of democratic control. For this reason, algorithmic resistance should
not be reduced to a technocratic project, but must be supported by a clear legal
framework, transparency and continuous education of the society as a whole.

It can be stated that Total Defense 2.0 represents an evolutionary response
to the complex security challenges of the modern age, in which the boundaries
between peace and war, the physical and the digital domains, and the state and
society are becoming increasingly blurred. In this context, artificial intelligence
emerges as a key catalyst of a new strategic defense logic. However, its
effectiveness depends on the state’s ability to integrate it into a coherent,
legitimate and socially accepted system.

Future research should focus on the empirical analysis of the implementation
of algorithmic resilience, the development of indicators of its effectiveness, as
well as comparative studies of different national models in the context of
regional and collective security. In this way, the concept of total defense can
continue its development as a relevant and sustainable answer to security
challenges in the age of artificial intelligence.



CTpaTtewKa 0rMKa ToTa/iHe oabpaHe
y 806y BewTauyKe UHTENUreHumje:
aNropuTamcKa OTNnOPHOCT

Besbko BJTIATOJEBUR3, AnekcaHgap NABUR?

AncTpakT: Pag ucTpakyje yTuLaj BELTauyKke UHTeAUreHumje Ha TpaHchopmaumjy
KOHUeMTa ToTa/iHe oAbpaHe y caBpeMeHoM 6e3besHOCHOM OKpy»Kerby. Monasehu o,
CxXBaTatba TOTa/iHE oAbpaHe Kao cBeobyxBaTHOI CUCTEMA APYLUTBEHE W
WHCTUTYLMOHAHE OTMOPHOCTK, Paj, aHa/ivM3Mpa BeLTauyKy MHTEAUreHuUMjy Kao
CTPYKTYPHU GaKTOp KOju Mera opraHusauujy ogbpaHe, npoLece og/yynBarba u
AenoBarba ApKaBe. KomnapaTMBHOM aHa/iM30M  MCKyCTaBa banTuukux w
CKaHOMHABCKUX Ap)KaBa, MWAEHTUOUKYjy Ce K/byYHUM MOAENU WHTerpaupje
A/ITOPUTAMCKUX CUCTEMA Y HaLMOHANHE MexaHu3ame ogaspaharba, ynpaB/bahba
Kpu3ama M paToBarba. YK/byuMBakbe BELUTAYKe WHTE/IMIreHLMje KAo CTPYKTYpHOr
daKkTopa y KOHUEeNT ToTasHe opbpaHe TpaHCPOPMULLE HEHY OPraHMU3aALMOHY
APXUTEKTYPY, Nomepajyhn TexxuLiTe ca TPagnNUMOHANHOR LIMBUIHO-BOjHON KOHLEMNTA
Ka MHTErpUCAaHOM CUCTEMY OTMOpPa U yNpaB/bakba OTNOPHOLWHY M OTNOPY YMTABOT
ApywTBa. Ha ocHoBY 0BMX Hasa3a GopmyauLLy ce Npeaio3mn 3a CTPATeLLKU NPUCTyn
KOHUeNTy ToTanHe ogbpaHe Cpbuje u Herosy TpaHchOPMALMjy Y CABPEMEHN MOAEN
KOjU WHTErpuLie MOAUTUYKE, EKOHOMCKE, BOjHE, MHOOPMALMOHE U TEXHOJIOLLKE
KamnauuTeTe y jeAMHCTBEHY apXUTEKTYPY a/iropuTamcke otnopHocTtu. Linsb paga je ga
MOKaXKe KaKO BELUTaYKa MHTeNWreHumja nocraje Temes/b HOBE CTPaTELUKE JIOTMKe
ToTanHe opbpaHe, y KOjoj anroputmMu Aenyjy Kao KaTasm3aTop OTNOPHOCTU U
opgpahamba y fo6y cnoxeHnx 6e3beaHOCHMX NpeTHU. McToBpemeHo, pag, yKasyje Ha
roTeHLuuMjasHe pu3nKe ynotpebe BeluTauke MHTeIMreHupmje y oacycTey ogrosapajyher
MPaBHOr OKBMPA, HarlaLwaBajyhu noTpeby 3a jayarbem ApyLUTBEHE KOXe3uje y norneay
rnoBepersa Y UHCTUTYLMjE, OTNOPHOCTM Ha MHOOPMALMOHO PATOBaHE U aKTUBHOT
aHraXKoBakba jaBHOCTU Y CAaBPEMEHOM KOHLIENTY TOTAa/IHE OA6paHe.
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YBop,

Y poby y Kojem ce rpaHuue namehy mupa u pata, LMBUIHOT U BOjHOT,
¢du3nyKor u cajbep NpocTopa cBe BMLLIE 3amar/byjy, KOHLENT oabpaHe ApiKase
MOpa 43 NpencnuTa ConcTBeHe TEOPUjCKe U onepaTMBHe ocHose. CaBpemeHe
npeTHE, YK/byuyjyhu xmbpuaHe onepaumje, HeapkaBHe akTepe, cajbep Hanaae
n ae3nHdopMaLMoHe KaMrake YKasyjy Ha TO Aa TPagULMOHAIHM MOAEN BOjHE
oabpaHe BMLIE HUje afeKBaTaH. Y LWMPemM TEOPUjCKOM KOHTEKCTY, OBO NUTae
ce noBse3yje ca KOHLENTOM ApywTBeHe 6e3beaHoctn (societal security)
KoneHxallKe WKoe, KOoju UCTUYE 3HaYaj 3aLTUTE BUTAIHMX GYyHKLUMja ApYLUTB],
Kao M ca napagurmama MyATUAOMEHCKOr paToBakba Koje Harnawasajy
WHTErpaumjy CBUX MHCTPYMeHaTa HalumMoHaiHe mohu.

Kako ce Harnawasa y HegaBHO 06jaB/beHOj cTyamMju BpyKMHIC MHCTUTYTA
(Brookings Institutute), caBpemMeHW HenpwujaTe/bm MOry napanncaTu
byHKUMOHMCake ApyKaBe He ucnasbyjyhun HujegHy pakety, seh ,ybujajyhu
cuctem nsHyTpa“, nocpeactsom nopemehaja MHPpacTpyKType, MHGopMaumoHe
eHTponuje u cajoep-onepaumja (Noyes and Humpal 2025). Y Tom KOHTEKCTY,
jaBsba ce noTpeba 33 KOHLENTOM Koju 0byxBaTa APYLITBO Y LENNHN 1 MObuame
CBE PacnosioXKMBe pecypce, MoAenom Koju he ap)kasy yYMHUTU He camo
oTnopHom Beh 1 aganTMBHOM y Bpeme Kpu3e.

KoHuenT ToTanHe ogbpaHe Koju ce TPaaMUMOHANHO OAHOCMO Ha
MOBMAN3aLUM]Y UMBUAHMX W BOJHUX KanauuTeTa y Bpeme paTa, NOHOBO Aobuja
Ha 3Hauajy. Kako HaBoay lpurawswnu (Grigalashvili 2023), caBpemeHun KoHLenT
TOTa/NHe oAbpaHe 3aCHOBA ce Ha ABa GyHAAMEHTAIHA NPUHUMMNA: OTNOPHOCTU
(resistance) n enacTUMHOCTK, OAHOCHO OTNOPHOCTM Ha nopemehaje (resilience).
Uctparkmnearbe LlopaaHa (Jordan 2024, 315) nokasyje aa cy 6anTuuke aprkase,
noa, NPUTUCKOM AellaBakba y HenocpeaHom 6e36eHOCHOM OKpY»KeHsy, MOHOBO
ycBOjune cBeobyxBaTaH NPUCTYN 040PaHN Yy KOjemM CaMo APYLUTBO NpeacTaB/ba
K/by4HW eNlemeHT oTrnopa.

HaBezeHun npumepu Nokasyjy Aa KOHLENT ToTasHe ogbpaHe Huje camo
TPaAMLMOHANHM KOHLENT Koju balTuHe mane u cpeare aprkase, seh aa je
NPMBYKAO WM MNaKtby Y HAYYHUM KPYroBUMA BEAMKMX CWUAA, YK/bydyjyhu
CjeanrbeHe Amepuuke [pkaBe (CAL). Peadvpmauuja mogena ToTasiHe
ofbpaHe Kao 04roBopa Ha CaBpemeHe M3a30Be WM MPeTHe HALMOHANHO]
6e36enHOCTM 3axTeBa, Nopes TPASULMOHANHUX MHCTPYMEHATA U NMPOMEHY
HanpegHWx TexHonoruja. MehyTum, NowwTo ce TEXHONOTMje pa3Bujajy bpike Hero
LUTO MHCTUTYLMje YCNeBajy Aa Npuaarose perynaTopHu OKBUp, ynasmmo y foba
Y KOjeM MpUMeHa BelUTauYKe UHTEeNUreHumje BuLle Huje camo moryhHoct, seh
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CTpaTeLllKa Hy»KHoCT. CUMNCOH 1 capagHuum (Simpson et al. 2021) jow cy 2021.
roAMHEe YKas3a/iM Ha TO Aa BelUTayKa MHTeAUreHumja MoXxe aa TpaHchopmuiie
KOMaHAHO-MHbopMaLumoHe cucteme. Mnak, mehyTnm, ako ce npumeHn bes
Temes/bHe MpeTxofHe aHasM3e, U cama MOMKe MOCTaTU M3BOP KPUTUYHUX
parbmBocTu. CTora, MHTerpaLmja BelwTayke UHTeAnreHunje y KoHUenT ToTanHe
oabpaHe 3axTeBa HOBY CTPATELLKY JIOFUKY, KOja HUje CamMo TEXHO/IOWKaA, Beh n
OpraHM3aLUMoHa, a Y U3BECHOj MepU N KyATYpHa.

Ha ocHoBy HaBeageHor, y pagy ce NoCTaB/ba XMMNOTE3a Aa YK/by4MBakbe
BELUTaYKe WMHTENUreHUMje Kao CTPYKTypHE KOMMOHEeHTe ToTanHe oabpaHe
TpaHchopmuLLE HEHY OPraHU3aLMOHY apXUTEKTYPY, Nomepajyhm TexuTe ca
TPAAMUMOHANHOI UMBUAHO-BOJHOI KOHLEMNTA Ka MHTErPMCaHOM CUCTEMY
ynpas/batba OTNOpHOWhY ApywTBa NOCPEACTBOM NogaTtaka, afiroputama u
npeanKTMBHe aHanuTtuke. Unsb paga je ga Taj npouec aHanm3mpa NnpUMeHoOMm
KOMNapaTUBHE aHaau3e, NpeacTaBu npumepe Aobpe npakce U NpPeanoxu
mogen 3a Cpbujy.

MeToA0N0LWKKY, paj ce ocnatba Ha KOMMNapaTUBHY aHanM3y ogabpaHux
mogena ToTanHe oabpaHe BULIE ApPXKABa, Kao M Ha aHanu3y cagprkaja
CTPaTELWKNX AOKYMeEHaTa, akaAeMCKMX YaaHaKa U M3BeLTaja UCTPaAXKMBAUKMX
WMHCTUTYTa, pagu WAEHTUPUKOBArbA MNOTEHUMjAIHUX OPraHU3aUUOHUX WU
TEXHO/IOLKUX MOZENa NPUMEHE BELLTayKe MHTenureHuuje. Y paay ce, Takohe,
dopmynmy npenopyke 3a KOHLENT ToTasHe ogbpaHe Penybnunke Cpbuje,
nocebHo y norneay UHCTUTYLMOHA/IHE OpraHn3aLumje, TEXHONOr1je, /byACKUX
pecypca 1 NpaBHOT OKBMpa.

Mopen yBoAa 1 3aK/by4Ka, paj, Ce cacToju O YeTMPM TEMATCKA Nornae/mba. Y
NPBOM MNOINaB/by Pa3maTpajy Ce TEOPUjCKM OKBUP M CaBPEMEHM MPUCTYNK
KOHLLeNTy TOTaNHe ogbpaHe. [lpyro Nornae/be NpeacTaB/ba CaBPeMEHU KOHLeNT
TOTasIHe oAbpaHe, Tako3BaHy Bep3ujy 2.0. Tpehe nornassbe pasmaTpa BeLUTauKy
WMHTENUreHUMjy Kao TpaHchopMaLMOHN GaKTop pa3Boja KoHuenTa. MNocneare
nornae/be npegnaxe mogen 3a Cpbujy, HAaKOH Yera cneae 3aKbyyuu M
npenopyke 3a 4a/ba UCTPAXKNBAHbA.

TeopujcKM OKBUP KOHLIENTa TOTa/IHe oabpaHe

KoHuenT ToTanHe oabpaHe pasBMjao Ce KPO3 pas/NuMTE UCTOPUCKE M
nonntuyke ¢ase, anu je Herosa cyLTMHa OCTana HenpomereHa. EBonyumja og,
MacoBHe MobunM3aumje TOKOM ABa CBETCKAa paTta, NpeKko XnaAaHor paTa 4o
CaBpeMeHUX AOKTPMHA OTNOPHOCTM M cBeobyxBaTHe AuruTanHe oabpaHe
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ogpaxaBa 3Ha4yajHe NpomMeHe Yy 106a/IHOM CTPATELIKOM OKpPYXKEHbY.
CaBpemeHe 6e36eaHOCHe NpeTke AoBesne Cy A0 KOHUENTya/IHOr MOMaKa, Y
Kojem ce ToTanHa oabpaHa BULE He 3aCHMBA UCK/bYYMBO HA TEPUTOPMjATHO]
onbpaHu, Beh Ha Ayropo4YHOj OTNOPHOCTU APYLITBA Kao uennHe (Buzan and
Waever 2003; Linkov and Trump 2019). OabpaHa Ap>KaBe HUje UCK/bYYMBO BOjHA
04roBOPHOCT, Beh cMCTEMCKM NOAYXBAT KOjW YK/byuyje APYLITBO Y UeMHU. Mako
ce TpPaguMUMOHANHO MoBe3yje Ca MatbMM  AprKaBama  M3N0XKEHUM
er3ucTeHuUmnjaNHMM NpeTama, ToTaNHa oabpaHa je MOHOBO MPUBYKIA NaXKkby
Yy aKafeMCKUM M CTpaTELLKMM pacnpaBama, NocebHO HAKOH PyCKe aHeKcuje
Kpuma 2014. roamnHe, eckanaunje cykoba y YKkpajuHu n ybpsaHor pa3soja
OMTUTANHUX TEXHOMOIMja, cajbep npeTkuM U BelwTavyke nHtenureHumje. OBaj
KOHUENT noapasymeBa ga ce oabpaHa gpKaBe 3acHMBA HA MHTErpaumju
OPYWTBA, APYKAaBHUX MHCTUTYLMjA, €KOHOMMje W BOjHMX KanauyuTteta vy
jeANHCTBEH cUCTEM HalMOHanHe 6e3beaHOCTH.

KopeHn TOTanHe opbpaHe mory ce npatutM A0 MOAENa MaCOBHe
mobunmsaumje n3 19. Beka, npe ceera y MpycKoj, AOK ce HbeH caBpemeHn 0baunK
pa3BMO TOKOM XNaZHOr paTa, HAPOYMTO Y CKAHAMHABCKUM AprKaBama. LLiBeacka
1 durHCKa pa3Bu/ie cy CUCTEM TaKo3BaHe ,ToTasnHe oabpaHe” (totalférsvar), koju
WHTErpuLle BOjHE U UMBUJIHE pecypce y cBeobyxBaTaH MoAeN HaUMOHaHe
NPUNPEeM/bEHOCTU 3a Kpu3e, paT M oKynauujy. Kako uctnuy CyHaenunyc m
Enpebnap (Sundelius and Eldeblad 2023), TotanHa oabpaHa nogpasymesa
CTPYKTYPHY MHTErpaumjy UMBUAHUX M BOjHUX KanauuTeTa paam obesbehmsarba
KOHTUHYUTETA AP*KaBHUX PYHKLM]a. Y NOCTX1agHOPATOBCKOM Nepmoay KOHUenT
je eBonymnpao, jep cy aprkase nonyTt EcToHuje n U3paena ykbyunne cajbep
OTMOPHOCT, APYWTBEHY KOXe3ujy M CTpaTellKe KOMyHUKauuje, 4ume je
NMPOLMpPEH HEroB KoHLUeNnTyanHun obyxsaT. [ocebHy naxkky 3acnyxyjy
KOHLeNTM ToTasHe oabpaHe BaNTUYKUX APrKaBa Y KOHTEKCTY npunarohasama
caBpemeHoM 6e36e4HOCHOM OKpyKery. banTuyke aprkase ycBojune cy
cBeobyxBaTaH NPUCTYN HAaUMOHANHOj oabpaHu. JleToHuja je Behu Harnacak
CTaBu/a Ha obpa3oBare jaBHOCTU, AOK je J/IMTBaHWja NPUOPUTET Aana Pa3Bojy
mehyHapoaHe capaare. EcToHMja je 6una HajycnewHuja y npumMmeHu
cBeobyxsaTHOr npuctyna oabpanu (Jordan 2024). OHa je ycBojuia TakKO3BaHy
anctpubyunpaHy otnopHocT (distributed resilience), Koja WHTerpuie
MHGOPMALMOHO-KOMYHUKALIMOHM CeKTop U uuBuaHo apywTtso (Tikk, Kaska and
Vih 2010).

CaBpeMeHa iMTepaTypa HarnaLwaBea Aa ce ToTa/lHa oAbpaHa Hajbosbe pasyme
KpO3 ABa KOMMIEMEHTapHa KOHLLENTa: MHCTUTYLMOHANHY KoopauHauujy (whole-
of-government) v ppywTtBeHy mobunusaumjy (whole-of-society). Bantuuke
Ap¥KaBe, n3mehy ocTanunx, MHTErpuLLYy cee ApyLITBEHE NOACUCTEME — NOINTUYKMY,
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€KOHOMCKM, MHGOPMaLIMOHM 1 6e36e4HOCHU — Y 3ajeAHNYKY apXUTEKTYPY OTropa
(Jordan 2024, 315). Mann 6e36eAHOCHN CUCTEMW HE MOTy A3 HaJoKHaje
CTpaTellKe c/1aboCcTu KOIMYMHOM HaopyKakba, Beh cMHTe30M CBOjUX pecypca Yy
dyHKUMOHaNaH cuctem oabpaHe. To je OCHOBHM MPUHLMM Ha KOjem Mo4ymBa
TOTaNHa obpaHa y CaBPEMEHOM CTPATELLKOM OKPYKEHsY.

[JOMMHAHTHM TEOPMCKM NPUCTYNM KOHLLENTY TOTanHe oabpaHe 3acHMBAjy
CE Ha aHra*KoBakby M APXKaBHUX MHCTUTYLMjA M APYLUTBA Y LeMHU. KoHUenT Ha
Taj HAaYMH MMa K/byyHy YIOTy Yy KpeambunuteTy HauMOHanHe ogbpaHe u
oaBpaharba. OBU NPUCTYNU YTEME/LEHWN CY U Y TEOPUjU BOjHE cTpaTeruje. Y
CaBpeMeHUM AOKTpMHaMa ToTanHa oabpaHa nocTana je TeCHO noBesaHa ca
nojMmoBMMa OTNOpPHOCTU (resistance) n enactuuHoctu (resilience) (Grigalashvili
2023, 240). XonMHroB KOHLENT aganTUBHE UMKANYHOCTM NOKa3yje Aa CIOXKEHM
cucTeMm Mory Aa onctaHy ancopbyjyhmn nopemehaje, peopraHusyjyhu cTpykTypy
n 3aaprkasajyhn odyHKkumoHanHoct (Walker et al. 2004). Y cryamjama
6e3b6egHOCTM, OBa Teopuja pas3BUjeHa je KPO3 MPUCTYNe KOoju OTMOPHOCT
AednHUWY Kao cnocobHocm cucmema 0a ce npunpemu, peazyje, onopasu u
adanmupa (Linkov, Trump and Hynes 2019). OTNopHOCT HUKje camo PpU3MYKa Nau
MHPPACTPYKTYPHA, Beh 1 NCMXONOLWKA M KYNTypHa KaTeropuja. JpywTBo mopa
61T cnocobHO Aa M3ppPXKM NPUTUCKE Kpuse 6e3 ypyllaBarba BpeaHOCHEe
CTPYKTYpPE M BOJbE 33 OTNOPOM.

C apyre cTpaHe, pag flopeHca ®puagmaHa (Lawrence Freedman) (2013)
CMeLUTa ToTasIHy 046paHy Y WWpPK OKBUP cmpameeauje odspaharba y ycaosuma
o2paHu4eHux pecypca. TotTanHa oabpaHa omoryhaBa matbMM Ap*KaBama 4a
nosehajy LleHy arpecuje 3a NOTeHLUMjaIHOT HanaAa4a NoCPeACTBOM APYLUTBEHE
mobununsaumje, otnopa oKynaumju u gyropovHe gedaHsmsHe ctpateruvje. Y
KOHTEKCTY CTPaTELLKMNX KOHLENaTa Maanx apxasa, huxoB Hajsehu pecypc jecte
npeasna/bMBa OpraHN3aLMoHa apxXUTEKTYpa Koja omoryhaea 6p30 pearoBarbe
N MUHUMW3MPA NOYETHY LUTETY.

Hapasbe, caBpemeHa antepatypa cse yewhe Tymaum ToTanHy oabpaHy Kpo3
npu3my Teopuje KomnaekcHocTu. CaBpemeHe nNpeTke MMajy MyNTUOOMEHCKY
CTPYKTYpY, LUTO 3HAYN A3 He cnefe NNHeapHy IOTUKY KNAaCUYHOr paToBakba.
BysaH u Busep (Buzan and Waever 2003) TBpae Aa je 6e36eaHOCT ,,CTPYKTYPHO
pacnpweHa” y pasiMunTMm CEKTOPUMA; BOjHOM, MOANUTUUYKOM, EKOHOMCKOM,
ApywTBEHOM U cajbep npocTopy. Y TaKBOM CUCTEMY HaUMOHaNHa oabpaHa
nocTaje MPEXHO OpraHM30BaHa, a CBM noacuctemMu apkase mehycobHo
3aBUCHU. OTKasmMBare jefHOr AOMEHA MOXKe M3a3BaTU cucTemcke edeKTe,
HAapPOYUTO Yy CAyYajy AUTMTaNHUX MpPeTkM Koje ce pasBujajy bpxe of,
TPAANLUMOHANHUX MHCTUTYUMOHANHUX KanauuteTa 3a pearoBakbe. To
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nogpasymeBa Aa ToTasHa oabpaHa y 21. BeKy BULLE HUje TPAAUUMOHANHU
mogzen mobunmsaumje, Beh AMHAMUYKM CUCTEM afaNnTUBHOT OArOBOPA.

Ha Kpajy, pa3maTpatbe ynore BelTayke MHTeAUreHuuje Kao
TpaHcdhopmaumoHor paKTopa y TEOPUjCKOM KOHLENTY TOTasiHe oabpaHe yBoaU
HOBY AMMEH3Mjy OBOr KoHLUeNnTa. JJOK paHWuju TeopUjcKKU NPUCTYNnN ap¥KaBy
rnocmaTpajy Kao NpMmapHOr HocMoLa oTrnopa, Aoba BewTayke MHTeNureHumje
rnomepa TeXULTE Ka TEXHONOLLKO] MHPPACTPYKTYPU Kao NoajeaHaKo BaXKHOM
CTpaTelwKom daKTopy. BeluTauka MHTEAUTEHLM]ja TPAaHCPOPMMULLE Came OCHOBE
KOMaHAOBatba W ynpas/batba yBOherem NpPeguKTUBHUX CNOCOBHOCTH,
ayTOHOMHE JeTeKuuje U anroputamcKor AoHOoLWeHa oanyka. Mehytum, uctu
ayTopu yNno3opaBajy Aa HEKPUTUYKO yBOher e BelLTauKe MHTeNIUreHumje cTBapa
HOBE ParbMBOCTU, YK/bY4Yyjyhir anropMTaMcKy NPUCTPaACcHOCT, cajbep 3aBUCHOCT
N CTPYKTYPHY U3N0XEHOCT HEMOY34aHMM Nogauyma. Y ToOM CMUCAY, Y pagy ce
3acTyna CTaB Aa BEWTauyKy MHTeNUreHUMjy npe Tpeba pasymMeTu Kao CTPYKTYPHM
daKTOop ToTanHe oabpaHe, HEro KAo anaT Koju ce HaKHAAHO AoAaje nocTojehum
Mmoaenmma. MHTerpaumja BellTayke WMHTENUTEHUMje Momepa KOHLENnT Ka
,ANTOPUTAMCKOj OTNOPHOCTM, AedMHUCAHO] Kao CNoCOBHOCT cucTema Aa
npeasuan, ancopbyje n npunarogm ce pu3nMLMma NocpeacTBoM AMHAMUYKE
aHanu3e nogartaka. MIHTerpaumja BewTayke MHTeAUreHuuje y TpaauumMoHa Hu
KOHUENT ToTasiHe oabpaHe NoausKe ra Ha HOBM HUBO M MOXKe NpeacTaB/baTi
OCHOBY OHOTra LUTO ayTopu AePUHMLLY Kao ,,ToTanHy oabpaHy 2.0“.

CrpaTewlKa I0rMKa KoHUenTa ,,ToTasiHa ogbpaHa 2.0

CTpaTeluKa IorMKa y caBpeMeHOM 6e36elHOCHOM OKpY»Keky NpeacTaB/ba
WMHTENEeKTya/HN OKBUP KOjU MoBe3yje MNOJUTUYKE Uu/beBe, pacrnonoxuse
pecypce 1 AMHAMUKY ONepaTUBHOI OKpPYXKera Y jeANHCTBEHU, KOXePEeHTHHU
cuctem genosarba. OHa MOYMBA Ha MAejM [a cTpaTernja He moxe BUTU HK3
M3010BaHUX OAJlyKa, Beh Mopa MMaTW YHyTpalky PaLMOHANHOCT U
»TPamMaTuKy” Koja objawraBa 3awTo oapeheHn npuctyn GyHKUMOHULWE Y
YCNI0BUMA KOMMIEKCHUX, XMOPUAHUX N TEXHONOLIKM NOCPEeS0BAHUX NPETHM.
Kako uctnye pej (Gray 1999), ctpaTeruja je ogpunsBa camo Kafa NocToju jacHa
NOTMYKa Y3pOYHO-NocneanyHa Be3a uamehy nonnTuke, BojHe mohu 1 HaunHa
teHe ynoTtpebe. CanyHo Tome, Ppuaman (Freedman 2013) Harnawasa Aa
cTpaTernja y mogepHom o6y GyHKUMOHMLLE KAo ,HapaTMBHa /IOTMKa“ Koja
objeanmyje uM/beBe, MeToAe U Nepuenumje aktepa. Y epn 6p3nx TEXHONOLIKMX
NPoOMeHa M BelTauyKe MHTeNuUreHuuje, cTpaTeLlKa JI0rMKa NnocTaje jow BaXKHKja
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jep omoryhaBa fga ce CAOXEHM NOJAUWN, MYATUAOMEHCKA PEaNHoOCT U
HECUIYPHOCT NPEeToYe Y OAPKMUB M aJanTUBaH MOLEN Ae10Baba.

KoHuenT ToTanHe oabpaHe, KOju je HaKOH 3aBpllieTKa XnagHor paTta
OENMMUYHO M3rybro Ha 3Havajy, MOHOBHO je NOCTA0 aKTyenaH TOKOM gpyre
AeueHuje 21. Beka. Kako cy nojegmMHmn Teopetmyapm NPUMETHIN, CTapy peLenTu
npuMmersyjy ce Ha HoBe npeThe. Ha npumep, HakoH XnagHor pata Lseacka je
HanycTuna gasbM PasBoj CBOr Mogena ToTasiHe ogbpaHe U ycmepuna ce Ha
javarbe ynpassbatba BaHpeAHUM CUTyaLMjama M cnocobHOCTU 3a eKcneauLMoHe
BOjHE onepauuje, WTOo je 61Mo TMNnYaH NpUcTyn BehmMHe eBPONCKUX AprKaBa.
O6HOB/LEHO MHTEpPECOBatbE 3a NPETXOAHU MOAEN NOACTaK/Ie Cy NPOMeHe Y
pernoHanHom 6e36e4HOCHOM OKpy¥Kehy HacTane yc/esd arpPecuBHe pycKe
nonutuke. CxogHo Tome, LLIseacKa je 2019. roguHe cnposena aHaAn3y 1 usHena
npegaore y AOKYMEHTY nog Hasneom OmnopHOCM — KOHUenm momarsHe
006paHe u pazeoj yususnHe o0bparHe 2021-2025. Taj AOKYMEHT NpeacTaB/ba
npsy a3y peBuTanMn3aLmje KOHLeNTa ToTaHe oabpaHe, 04HOCHO Herose HoBe
Bep3uje 2.0, KaKo je pa3maTpaHo y TeKcTy LLisedcka momasnHa odbpaHa
Bapwasckor nHctutyTa (Warsaw Institute 2018). NMocebaH Harnacak CTaB/beH je
Ha jayarbe OTNOPHOCTM Ha XMBpPUAHE NpeTrbe. LiIeHTpanHu /b JOKYMEHTa jecTe
jayarbe cnocobHOCTU ApyLITBA Aa CAMOCTaNHO GYHKLUMOHMLE TOKOM MPBUX
ABaHaeCcT Hege/ba Kpuse uAM noTeHumjanHor parta. [pegnorkeHe mepe
npeasuhajy mobunmsaumjy ceux rpahaHa 1 npenasak Ha paTHU PEXKMM KUBOTA,
opraHusaumje u paga. KoHuenT ce 3acHMBa Ha MNpPeTNOCTaBUM Oa CBAKM
rpahaHuH MMa MHAMBUAYANTHY YAOTY U O4TOBOPHOCT, MPY YeMy Cy CBaKOAHEBHE
aKTUBHOCTM NpunaroheHe nogpwium GyHKUMOHUCAHY APYLUTBA Y BpEMeE Kpuse
unn pata. Tabena 1 npukasyje KnacuduKauunjy U eBonyumjy crtpaTeLlkor
npucTyna wBeACcKOM KOHUENTY ToTasHe oabpaHe (Angstrom and Ljungkvist
2024, 517).

Tabena 1. LLiBeacke cTpaTternje TotanHe oabpaHe, 1948-2022.

PykoBohetbe 1 KomaHAoBake

deyeHmpanu3oeaHo yeHmMpanu3o0eaHo

OdeojeHe ,hennja“(1948-1972) |, Oumrak“(1972-1993)
LlnsmnHo-BojHe ynore

UnmezpucaHe | ,Tephasa“(2014-2022) | ,Knactep“(1994-2014)

U3zsop: Aytopu; npema: Angstrom and Ljungkvist 2024, 517
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TabenapHu npukas esonyuunje mogena pykosohera n KOMaHAOBaKa, Y
Kopenaumju ca ogHOCOM UMBUHUX U BOJHUX YNOra, yKasyje Ha MOCTYMnHy
TpaHchoopmaumjy 6e3beaHOCHOr ynpaB/bakba Of  MHCTUTYLMOHA/IHE
cermeHTaumje Ka GyHKLMOHANHO] MHTerpaunju. PaHn mogen ,hennje” (1948—
1972), 3acHOBaH Ha AeLeHTPaIM30BaHOM KOMaHAOBaky M jaCHO OABOjeHUM
UMBU/IHO-BOjHUM HaanexHocTuma, obes3behnBao je BWMCOKY OTNOPHOCT
CUCTEMAQ, anu NO LeHY OrpaHMYeHe CTpaTeLlKe KoxepeHTHOCTU. Hacynpot Tome,
Mmoaen ,Aumrbaka” (1972-1993) ysoau LEHTpan3oBaHO pyKosohere y3
3a4pX*aHy MHCTUTYLUMOHAHY NOABOjEHOCT, WUTO je AONPUHENo ebUKacHU|oj
KOHTPO/IM, a1 U NOjaBN PYHKLMOHANHMX ,,cnnoca” n cnabe mehycektopcke
KoopAuHaumje. MocTx1agHOPaTOBCKM NEPUOZ, KapaKTepuLLe Mogen ,,Knactepa”
(1994-2014), Koju KpO3 WHTErpauujy UMBUAHUX WU BOJHUX ynora y
LUeHTpann3oBaHoM cuctemy omoryhasa sehy CMHXpOHM3aUMjy NOAUTUKA U
onepauuja, anm ncrtospemeHo nosehasa 3aBUCHOCT 04 LEHTPA O4/1y4MBaHba.
KoHauHo, mogen ,TBphase” (2014-2022) oaparkaBa agantaumjy Ha xubpuaHe
npeTe U MyNTUAOMEHCKO OKpYKere, KOMOUHYjyhn nHTerpncaHe LMBUAHO-
BOjHE KanauuTeTe ca AeUeHTPaNM30BaHMM KOMaHAOBakeM, YMMe ce jauya
onepatMBHa GAEKCMOBUAHOCT U CUCTEMCKA OTMOPHOCT, Y3 M3a30B OYyBakba
jeAVHCTBEHOT CTPaTeLLKOr yrpas/bakba.

HenocpegHo HaKOH LWBEACKUX Mepa, Y HOBOj CTYAMjU aHAZN3UPaH je
KOHLeNnT ToTanHe oabpaHe 2.0 y KOHTeKcTy 6antmukor pervoHa. lNopeg,
Pas3IMYUTUX Mepa YCMepPEeHMX Ha yHanpehere KoHLenTa, nocebaH Harnacak
CTaB/bEH je Ha Pa3BOj HAYYHWUX U TEXHONOLWIKUX 33ajefHuLA, eKOHoMUje U
oabpambeHe MHAycTpuje. KoHUENT HarallaBga y/araka y TEXHO0ruje Kao Aeo
YKYMHUX KanauuteTa oabpaHe M ApylITBEHE OTNOPHOCTU, YK/byuyjyhn
noseharbe npov3BOAHE KPUTUYHUX NPOU3BOAA, AOPOHOBE, BELUTAUKY
WHTeNuUreHuujy, pobycHe cajoep cnocobHOCTM M UcnAaTUBE CBEMUPCKE
TexHonoruje. Mepa y Kojoj HopAMjCKe AprKaBe KOOPAMHULLY U Aene KOPUCTU 0F,
OBWX TeXHONOMMja ca 6anTMUKMM nNapTHepMma HenocpegHo he yHanpeantu
pervoHasnHy OTNOPHOCT U YKYNHY edMKaCcHOCT ToTasiHe oabpaHe (Saxi, Sundelius
and Swaney 2020, 13).

LloyHc n NlaB (Jones and Love 2022) ysenu cy 2022. roguHe KoHUEeNT
»ENacTn4YHocT K otnopHoct 2.0“ (Resilience and Resistance 2.0), TBpaehu aa oH
C/TYXKM Kao KaTa/iM3aTop jayarba APYLITBEHE OTMNOPHOCTM M OTMNOPa MHBA3UjU U
NoTeHUWjaNIHOj OKynauuju pPeBUIMOHUCTUYKMX cuna. Ocnambajyhmn ce Ha
MCKycTBa noyeTHe dase cykoba y YKpajuHu, ayTopu cy yKasanm Ha noTtpeby 3a
KOHTMHYMPAHOM MNPOLLEHOM M yHanpehuBatbem mepa ToTasHe oabpaHe.
Harnawasajy 3Ha4aj mobunmsaumje ApywTBa y LeNHU noa, PyKOBOACTBOM
Bnage. Pa3Boj ogrosapajyher MHCTUTYUMOHANHOT OKBUPA Y MUPY NPeacTaB/ba
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OCHOBY 3a ycnewHo cnposohere KoHuenTa y paTy. CBM BAagMHU Nporpamm
Mopajy 6UTU NEermTUMHM M jacHO PasyM/bMBM W jaBHOCTU W AP*KABHUM
MHCTUTYLUMjaMa. MCTOBpeMEHO, OHM MOpajy NOTEHLWjaJIHOM HenpujaTesby
yAyTUTU KpeambunHy nopyky oaspahatsa (Jones and Love 2022). OBaj npuctyn
npeacTas/ba yHanpeheHn KOHUeNT ToTanHe oabpaHe HAacTao Kao 0AroBop Ha
Kpm3y. AKO ce NPaBUAHO NPUMEHMN, OH MOxKe nosehaTn OTNOPHOCT Hauuje U
O4BpPaTUTU arpecujy.

BaH Bapk (Van Vark 2025) pasmaTtpa KoHUenTyanHe pasnvke mehy
Ap»kaBama YnaHuuama OpraHusauuje CeBepHoaTtnaHTcKor yrosopa (NATO -
North Atlantic Treaty Organization) y norneay KoHuUenTa ToTasHe ogbpaHe.
Mpeanor reHepanHor cekpeTapa HATO-a Mapka Pytea (Mark Rutte) na ce BojHa
notpowra noseha Ha 3,5% BAM-a, y3 gogatHux 1,5% HamereHUX jadakby
OPYWTBEHE OTMOPHOCTM W MHPPACTPYKTYpe, CUrHaNM3Mpa OOHOB/bEHY
nocseheHocT AnnjaHce ogbpaHn He camo TepuTopuje Beh 1 AeMOKpPaTCKUX
BPEeAHOCTU ApYLUTaBa ApKaBa YnaHuua. OBaj ABOCTPYKM Harnacak Ha BOjHUM
CNocobHOCTMMA M OMWTOj APYLWTBEHO] NpunpeM/beHocTn noaceha Ha mogen
,TOTa/IHe ogbpaHe” Koju ce Ayro Npumerbyje y Hopaujckum gprasama (Van Vark
2025). Ox%unB/bEHN Moaen dUHaHCUParba APYLUTBEHE OTMNOPHOCTU, @ TUME U
javyarba cnocobHocTn AnnjaHce ga oAroBopu Ha HoBe 6e3beaHOCHe M3a30Be,
nokasyje Aa KOHLeNT ToTasHe oabpaHe HacTaB/ba 4@ €BOJlyMpa Y CKAady ca
npomeHama rnobanHor 6e3beaHOCHOr OKpYKerba. Ha Taj HaumMH nocTaje jacHo
Oa BojHa moh cama no cebu Huje QOBO/bHA 3a oabpaHy ApKaBe M Aa
HaLMOHaNHa oa6paHa Mmopa 6UTK 3ajeAHMYKA OATOBOPHOCT APYLUTBA Y LIe/IMHM.
PeBuTanmsoBaHU KoHLeNT Tpeba ga ocurypa Aa ApyLUTBa, AP*KaBe U caBe3HMUM
Oenyjy CUHXPOHM30BAHO, CTPYKTYPHO W (YHKUMOHANHO Yy OAHOCY Ha
noTeHUWjafHOT HenpujaTesba.

Moske ce 3aK/byunTh a KOHUENT ,ToTanHe oabpaHe 2.0 npeacras/ba
NPUPOAHY €BONYLMjY KNaCUUYHOT KOHLENTa ToTanHe oabpaHe, npunaroheHy
CaBpPEMEHOM MYNTUAMMEH3NOHANHOM 6e36eQHOCHOM OKpy»Kewy. [OoK
TPaAMUMOHANHM KOHUENT ToTa/He oabpaHe NPBEHCTBEHO UHTErpULLE BOjHE
W UMBWUIHE pecypce pagu CynpoTcTaB/bakba HENocpeaHoj arpecujun, sepsuja
2.0 npowwupyje 0Baj NPUCTYN YK/bYYMBAHEM HOBUX TEXHOMOIMjA W
MYNTUAOMEHCKE nepcnekTuse. Te TexHo/ioOrMje ornegajy ce npe csera vy
NPUMEHU BELWITayYKe MHTenureHuuje, cajboep 6e3begHOCTM M HanpegHUX
CUCTeMa Haopy»Kakba M BojHe onpeme. MIcToBpeMeHO, ApyLITBEHA OTNOPHOCT
3axTeBa pPasBOj CMCTEMCKMX KanauuTteTa Koju omoryhaBajy UMBUAHUM WU
jJaBHUM MHCTMTYUMjaMa Aa OYHKUMOHMLWY NO4 Pas/MYUTUM BMAOBMMA
NPUTUCKA, YK/bydyjyhu nopemehaje oCHOBHUX ycayra, 34paBCcTBa, KPUTUUHE
NMHPPACTPYKTYpe U jaBHe cBecTu. MocebaH 13a30B NpeacTaB/bajy XmMbpuaHe
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NnpeTHe Koje KOMBUHYjy cajbep U KOTHUTUBHE onepaumje, EKOHOMCKY NPUHyAY
W reonoIMTUYKY MaHUNynaumjy — AMMEH3Mje Koje KnacuyHa ToTasHa ogbpaHa
HMje CMCTeMaTCKu pasmaTpana.

Ha Kpajy, MynTMAOMEHCKM NPUCTYN, 3aCHOBAH HA WMHTErpaumju HOBUX
onepaTMBHMX AOMEHA Kao LWTO Cy cBemMUp U cajbep npoctop, omoryhasa
KoopAnHaumjy y dusnykom, MHGOPMaLUNMOHOM U AUTUTAZIHOM MPOCTOPY, WTO
[0BOAM A0 AMHaMUYHMjer u dnekcubunHujer ogbpambeHor ctaBa. ToTtasHa
oabpaHa 2.0 H1je camo BOjHA MAW UMBWUHA CTpaTernja, Beh XoNnMCcTUUYKM Moaen
OTNOPHOCTU APXKABE M APYLUTBA, Y KOjEM TEXHONOINja U UHTENEKTYaIHU KanuTan
NOCTajy K/bYYHWN YNHMOLM NPEBEHLM]jE Kp13a M O4TOBOPA HA HoUX.

TpaHcdopmaumja TpU HUBOA U TOTa/IHA oabpaHa 2.0
y 806y BeluTauKe UHTeNUreHuuje

HoBuM 13a30BK ca Kojuma ce KOHLENT ToTanHe oabpaHe cyo4yasa y Aoby
HanpeaHWX TEXHONOrMja, MyNTUAOMEHCKON aHraXoBakba CHara u cpeacTasa,
aCMMETPUYHUX MpeTkbM U XMbpuAHOr paToBakba 3axTeBajy noajefHaKo
cBeobyxBaTaH M MHTerpucaH oarosop. TpagMUMOHANHM KOHLUENT TOTasHe
oabpaHe, Koju ce NPBEHCTBEHO OC/1akbA0 HA BOjHY KOMMOHEHTY, 0K je LIUBUIHU
CEKTOp MMaO0 y/I0ry NoApLUKe, BULLE HWje A0BO/baH 33 O4TOBOP Ha caBpemeHe
6e36enHOCHe 13a3oBe. 360r Tora ce y 0BOM pajy KOHLEeNT ToTasiHe ogbpaHe
2.0 ycBaja Kao HyxaH ogrosop. NHTerpauuja BellTaqyke MHTeUIeHLNje y cuctem
6e36eaHOCTM He NpeacTaB/ba CaMo TEXHOJOWKY Hagorpaaky, Beh ayboky
TpaHchopMaLMjy KOHUeNTa ToTanHe oabpaHe. OBa TpaHcpopmaumja obyxsaTa
npomeHe Ha Tpu MmefycobHO NnoBe3aHa HMBOA: CTPYKTYPHOM, GYHKLMOHATHOM
M ApywTBEHOM. MaKo cy oBa Tpu HMBOa Beh yrpaheHa y ceBepHOEBPONCKe
mogesie ToTasiHe oAbpaHe, TEK ca NOjaBOM BeELUTAYKe UHTeAureHumje gobujajy
KOXEPEHTHY CUCTEMCKY AMHAMMKY KOja MHCTUTYLMje oabpaHe un 6e3begHocTy,
HaUMOHaNHY MHPPACTPYKTYPY, KPUTUYHE pecypce U APYLITBO UHTErpuwie y
JEOVMHCTBEHY apXMUTEKTYPY aNrOPUTAMCKe OTNOPHOCTMU.

TpaHcdopmaumja KOHUENTA Ha oBa Tpu HMBOA Tpeba pa obesbeau
aNropuTaMcKy OTMOPHOCT Hauuje, ApKaBe UK caBe3a, YMMe Ce YCNoCTaB/ba
HOBM NpUCTyNn cnposohera KoHuenTa. ANropMTaMmcKka OTNOPHOCT O3Ha4aBa
CNOCOBHOCT ApKaBe, HEeHUX NHCTUTYLMjA U APYLUTBA Aa KOPUCTE BELUTAYKY
WUHTENUTEHUN]Y, aHAaNU3y BENUKMX MoAaTaka M ayToOMaTM30BaHe npouece
npeasuharba, ancopboBarba, npuaarohaBarba M ONOPaBKa Of, C/AOXKEHMX
MYITUAOMEHCKMX NPETHN. Y 106y EKCNOHEHUMjaTHOT TEXHONOLLKOT HAanpeTKa,
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OTMOPHOCT BULLIE HMjE CaMO OpPraHM3aLLMOHa UM MHPPACTPYKTYPHA KaTeropuja,
Beh M anroputamcka cnocobHOCT Koja omoryhaBa cuctemmma ga yue,
aHaNM3Mpajy U NPOAKTMBHO pearyjy Ha Kpuse y HacTajamby. UcTparkuearba
pearoBatba Ha KpU3e U BELUTAYKE UHTE/IIeHLMje MOoKasyjy Aa aArOpUTamMcKu
MOZENN MOry 3Ha4ajHO YHanpeauTM paHO OTKPUBaHe pusmKa n noguhu HMBO
cuctemcke otnopHoctu (llcic, Fuentes and Lawler 2025), goK ce Hanpegak
reHepaTUBHE BeLUTauyKe MHTeAUreHumje y cajbep 6e3beaHocTn cBe BULe
nocmaTpa Kao K/by4HU GpaKTop 3aTUTE KPUTUUYHE MHDPACTPYKTYPE U OUyBaHba
ApywTeeHe ctabunHoctn (Radanliev, Santos and Ani 2025).

Y okBupy ToTasHe oabpaHe 2.0, anroputamcka OTNOPHOCT NpeacTaB/ba
WHTErpaTMBHU MEXaHU3aM KOju Nnosesyje BOjHW, UMBUJTHU, Cajoep 1 KOTHUTUBHMU
OOMEH Y jeAMHCTBEH CUCTeM HauuoHanHe 6e3beaHoct. OHa omoryhaBsa
OTKpUBaHEe XMOPUAHUX NPETHU MNpe HUXOBE ecKanauuje, ayTOMaTCKy
CTabununsaumjy MHCTUTYLUMja NoA, NPUTUCKOM M NOAPLLKY AOHOCUMOLMMA OAJ1yKa
nocpeacTsom NPeANKTUBHUX MOAENA U KOTHUTUBHE aHAaNUTUKe. Ha Taj HauuH
a/iIropMTamcka OTNOPHOCT TpaHcopmumLLe TOTaHY oabpaHy 2.0 U3 peaKTUBHOT
mMmozena oabpaHe y NpoakTMBaH, AMHAMMWYaH M afanTMBaH cuctem cnocobaH aa
OYHKUMOHMLLE ¥ peasIHOM BPEMEHY.

Kao wro je npukasaHo Ha Cauyu 1, TpaHchopmaumjy Tpeba pasymeTm Kao
HW3 jacHO aedurHMcaHmx dasa. MNpBa dpa3a 0byxBaTa CTPYKTYpPHE NPOMEHE Ha
HWBOY APYLITBA, AprKaBe U caBe3a. OBaj npeu HMBO 0be3behyje ocHoBy 3a Aasbu
pa3Boj M NOCTaB/ba Temesb YHanpeheHor KoHuenTa ToTanHe oabpaHe. HakoH
ycnoctaB/batba ONTUMaNHE CTPYKType cuctema, cnegeha ¢asza jecrte
dYHKUMOHaNHa TpaHcdopmauuja. Hose n HanpeaHuje dyHKUMje Tpeba Aa
obe3bene edurKacHuje Kopuwhere PacnoNoXMBUX pecypca U ONTUMMU3Y]Y
pearoBatbe Ha CBMM HMBOMMA, O NOjeAvHLA A0 APYLWTBA Y LEAUHMU.
CnocobHocTK Koje npyrKajy TeEXHONOrvje NonyT BELTAaYKe MHTEAUTeHUnje o,
CYLWITMHCKOr Cy 3Hauyaja 3a oBaj npouec. KoHayHo, Tpehu HMBO NpeacTaB/ba
[APYLUTBO KOje pasyme, No3Haje 1 NnpMxBaTta HOBe TOKoBe y obniactn 6esbegHocTu.
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Cnuka 1. TpaHchopmaumja KOHLUeNTa TOTasHe ogbpaHe
Y €pu BeLUTauKe UHTeNnreHumje

TPAHCO®OPMAIIHJA KOHIIENITA
TOTAJIHE O/IGPAHE

'V BPEMEHV BEIITAYKE WHTEJTMT EHITUIE

OYHKIIMOHAJTHA
TPAHCDOPMAIIUTA

JPYILITBEHA
TPAHCO®OPMAIIHUIJA

U3eop: Unyctpaumja aytopa

CBaKa AprKaBa NpeacTaB/ba CNOXKEH cuctem, 6e3 063mpa Ha To 4a /v je pey
0 MaJioj, Cpeam0j ApKaBu AU BEeNUKOj cunun. CTPYKTypa TakBOr cMCTema cama
no cebu je cnoxeHa. Mehytum, nobpa MHCTUTYLMOHANHA CTPYKTypa He
rapaHTyje HyXHO eduKacHO OyHKLUMOHUCAbe cuctema. To 3Haum Aa
GYHKLMOHANMHM HMBO MOpa NpPeACTaB/baTv NPUPOAHY Hazorpaary Aobpo
CTPYKTypUpaHe AprKkase, 3aCHOBAHY Ha jacHOj pacnoeny HaA/eXHOCTU U
pecypca. lMocnegtbn HUBO, KOjU Ce€ OAHOCKM Ha APYLWITBO, MOXAA je U
HajoceT/buBMju. bes jaBHOr NnpuxsaTarba M pasymeBatba GYHKUMja APrKABHUX
CTPYKTYpa Hema Koxesuje y cuctemy. To npeacTtas/ba jedaH o4 HajBaXKHUjUX
M3a30Ba Yy NMPUMEHW KOHLenTa ToTanHe opbpaHe. HepasymeBarbe ynora
nojeguHaua, rpyna, NpaBHUX AWLA, BEAUKUX APXHaBHUX cUCTEeMa U APYrnx
peneBaHTHUX aKTepa [NaBHM je M3BOP HeJocAegHOCTM Yy npouecMma
NNaHUParba, OPraHM30Bakba M OCTBapMBakba KOHLEMNTA ToTasIHe oAbpaHe. JeaaH
o4, NoTeHLUMjaTHNX N3BOPA KOXE3Uje jecTe LUIMPOKA MPMMEHA pecypca BellTavke
WHTENUreHuMje Ha CBa TPU HMBOA TpaHcopmaLmje pa3maTpaHa y OBOM paay.
YnpaBo Ccy CTPYKTYpHAa, QyHKUMOHANHA M ApylTBEHA TpaHchopmaumja
KOHUEeNTa ToTa/iHe oabpaHe HeonxoaHe 3a yBohere BeluTauyke MHTeNnreHumje
y OBaj KOHUEeNT.
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BewTayka MWHTEAUrEHUMja MOXKE Ce pPasyMeTM Kao CTPYKTYPHM
TpaHcdopmaTop Koju Tpeba Aa 0b6e3beamn HOBY NOTMKY yrpaB/batba 0AbpaHoOM,
anu 1 aa gonpuHece akTyennsauymjm, ontTMMmn3aLnjn u akTMBaumjm napagurme
npeasuaeTn—cnpeunTn—oarosoputu (predict—prevent—respond). Y cylwtnHuy,
moh anropuTtma Tpeba Aa NocTaHe LeHTPaHM Aeo yrnpassbadke (command &
control) nHdpacTpykType. MNopea 6pPojHMX NpPeaHOCTM, OBaKBa Hagorpagta
O0HOCK 1 Beh No3HaTe pU3MKe 1 orpaHmYeHsa, Koju Cy NOBE3aHM Ca BELUTAYKOM
nHTenureHuujom. To cy Hanagu NpoTUBHUYKKX cuctema (adversarial attacks),
MaHunynaumja nogaunma (data poisoning), aytomatmsaumja og/iyka U eTUYKK
pusnumn. Y oBom paay nocebaH Harlacak CTaB/beH je Ha CTPYKTYPHM GaKTop Kao
eNemeHT TpaHchopmaumje, AOK cy PYHKUMOHANHM M APYWTBEHN aKTOpPM
AHAIN3NPAHU Y MaH0j MepU.

CmpyKkmypHa mpaHcgopmayuja

CTPYKTYpHM HMBO TpaHchopmauMje OAHOCKM Ce Ha WMHCTUTYLMOHANHU
KOHL,ENT, HOPMATUBHM OKBMP, NOAENY HAZNEKHOCTU M CNOCOOHOCT ApXKaBe Aa
KOOPAMHULLE LUMBUIHE U BOjHE pecypce. OCHOBY GYHKLUMOHMCAHba APKaBe YNHE
CTPYKTYpa HEHUX WHCTUTyLMja, OpraHa Bnactm m pecypca. CnocobHoct
3ajeAHMYKOT AeN0Bakba Y OKBMPY A0AE/bEHNX HAANEKHOCTM pPaam OCTBApMBaHba
HajBaXXHUjUX HAUMOHANHUX MHTEpeca U LW/beBa NpeacTaB/ba HajBaXKHWU)U
umnepatms. CTpyKTypa je, Takohe, y OCHOBM KOHLEeNTa ToTasiHe oabpaHe. Y
TpaguumoHanHum mogenmma CkaHauHasuje, M3paena m LBajuapcke osa
apxuTekTypa 6una je matepwujanHa, MHOPACTPYKTYpHa M Kagposcka. Ca
BEWTAYKOM WHTENUFEHUMjOM, OHa nocTaje MHPOPMAUMOHA, MPEXKHO
CTPYKTYMpPaHa U AMHAMUYKM aaanTuBHa.

EsponcKka yHuja (EY), y gokymeHTy 1aaH mpaHcgopmayuje o0bpambeHe
uHdycmpuje (EU Defence Industry Transformation Roadmap: Unleashing
Disruptive Innovation for Defence Readiness) n3 2025. roanHe, Harnacuna je
3Ha4aj 6p3nHe, arHOCTU U NPOLEHE PU3NKa 3a 0a4OpaHy. Y AOKYMEHTY ce,
Takohe, HaBoau Aa je EY notpebHa TemesbHa NPpOMEHa HauMHa pasMULLbakba
W npoueaypa HacneheHmx M3 NPOLNOCTM Ha CBMM HMBOWMMA, O, Ap)KaBa
YNaHMLUA M MHAYCTPUje, A0 MHCTUTYLMja EY. VICTaKHYTU Cy CTPYKTYPHM 13330BU
Kao jeAaH of K/bydHWX $akTopa TpaHchopmaumje mogena Hose oabpambeHe
nonutuke ,New Defense” Koja je 3acHOBaHa Ha /ieKumjama M3 YKpajuHe u
noTeHUMjany peBonyLUMOHapHUX TEXHO/I0TUja Y AoMeHy oabpaHe (EC 2025, 7).

Apaja n Kuur (Araya u King 2022, 4), pasmaTtpajyhu yTvuaj BeluTayke
WMHTeNUreHuuje Ha oabpaHy un 6e3beaHOCT, HaBode Aa OHa NpeacTaB/ba
CTPYKTYPHY TpaHchopmaunjy npupoge HaumoHanHe 6esbeaHoctn. Ctyamja
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yKasyje Ha noTpeby 3a Behum ycmeperem Ha pa3Boj M MHTErpaLmjy HanpeaHux
N TPaHCHOPMATUBHUX TEXHOOTM]A, YK/bYYyjyhu cajbep mpexe U ayTOHOMHe
cucteme. OCHOBY CTPYKTYpPE TaKBMX CUCTEMA YMHW BELUTAYKA UHTEAUTEHUMja.
Mpema CrajHmy (Steinmo 2010), caBpemeHe ApKaBe GYHKLUMOHWULLY Kao
CNOXEeHU ajanTuMBHM cuctemun (complex adaptive systems). Y cBom
UCTPaKMBaky OH pasmaTpa TpaHchbopmauMmjy ApKaBe Y MOAUTUYKO],
€KOHOMCKO] M APYLUTBEHOj AMMEH3U|W.

CTpyKTYpHM dakTop TpaHchopMaumje obyxsaTa LUMPOK CNEKTAP aKTUBHOCTU
on, opbpaHe 6a3vpaHe Ha pasBWjeHO] WMHAYCTPUjM, A0 aNropuTamcke
APXMTEKTYPE Y KOjOj MHCTUTYLUMOHANHN KanauuTeT 3aBUCK 0f, CNOCOBHOCTM
yyerba 1 npeasuharba Ha OCHOBY NoAaTaKa. YBohere BeluTauyke MHTenreHumje
Yy KOHUEeNT ToTasHe oabpaHy oTBapa MoryhHoOCT 3a NpeAnKTUBHY NPOLEHY
pU3MKa, ynpas/batbe KPU30OM Y peasHOM BpeMeHY, ayTOMATU30BaHYy aHaNN3y
ParbMBOCTM  KPUTMYHE  UHOPACTPYKTYpe, ONTUMM3auMjy  NOTUCTUKE,
mobunmnsaumje n nogpluke uysunHor apywrtsa. HATO (NATO 2024) y cBojum
KOHLUEeNTMMa ,,uMBUAHEe cnpemHocTn® (civil preparedness) cBe Bulie nctuye
noTtpeby Ha OTNOPHOCTM 3aCHOBaHO] Ha Nogauuma (data-driven resilience), wto
CTPYKTYPHM HMBO TOTanHe opbpaHe nocTaB/ba y AUTMTANHU KOHTEKCT.
UcToBpemeHo, aprkase nonyt ®uHcKe n EctoHnje pa3Bujajy mogene y Kojuma
je BelTayka WHTeAureHumja Aeo LenoBUTOr HauMOHanHor oabdpambeHor
cucTema, YK/bydyjyhu cajbep KomaHae, AUTUTANHY WaeHTUOUKAUUy |
KoopAnHauMjy. Tako ce CTPYKTypa ToTasiHe ogbpaHe TpaHchopMULLIE U3 cUCTEMA
OUKCHUX OPraHM3auMjCKNX IMHU]jA Y aPXUTEKTYPY aNroOpUTaMCKM NoapKaHe
MHTErpaumje, rae je K/by4yHu pecypc nogaTak.

MNMopen HaBeaeHOr CTPYKTYPHU paKTop y TpaHcHOpMaLMja KOHLEeNTa TOTaNHe
oabpaHe nogpaszymesa npenasak ca TPaguLMOHaHE, CTaTUYKE U MaTepUjaIHO
OpUjEHTUCAHE apPXUTEKTYpe Ka AMHAMWUYKU a[anTUBHOj, MPEXKHO] U
aITOPUTAMCKM NOAPMKAHOj CTRYKTYPW. MNpouec ce MoXKe PasnoKUTU Y HEKOIMKO
¢dasza. MNpea ¢asa obyxsaTa Mmanupame nocrojehe cTpyKType, Y Kojoj Tpeba aa
ce MAEHTUPUKY]JY MHCTUTYUM]E, KanaunUTeETU, PECYPCU U HagNeKHOCTU. [ToTom
ce NpoLLeC HACcTaB/ba aHA/IM30M KPUTUYHMX TaYaKa Y KOOPANHALMUN LLUBUAHUX
M BOjHUX cHara. MNocebaH noctynak y oBoj ¢pa3u Tpeba aa b6yae npoueHa
AVrnTanHor 1 MHGOPMaLMOHOr KanauuTeTa AprKaBe, O4HOCHO KOJNYMHE
nogartaka Koju ce npukynsbajy u obpahyjy n cteneHa wuxose ynotpebe y
npouecy ogny4mBarba. Y apyroj ¢pasmn notpebHo je Aa ce n3BpLumM geduHmcare
HOBWX MPUHLMMNA OpraHM3aumje, 04HOCHO HOBA MM U3MEHEHA CTPYKTYpa. Ta
HOBa CTPYKTypa bu Tpebano aa omoryhu npenasak Ha MPEXKHY U aIf0PUTaMCKK
nogpKaHy apxMTeKTypy, rae je K/by4yHu pecypc MHbopmaumja. Ha oBaj HaumH
61 cMCTeM MOrao Aa y4M 1 Aa Ha OCHOBY PACNoIOKMBUX NOAATaKa Aaje NpoLeHe
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[OHOCMOUMMA OAJ1yKa Y pealHOM BpemeHy. Mocneatbn cermeHT y oBoj dasu
61 61Mna NoTNyHa MHTerpaLmnja LMBUAHKX, BOjHUX M NPUBATHMX pecypca y jeaaH
KOOPAWHWUCAH CUCTEM.

Tpeha ¢asza 3axTeBa je K/by4YHa y KOHTEKCTY a/fir0pUTaMCKe OTMOPHOCTH;
npeacTaB/ba TEXHO/OWKY MHTErpaumjy. Peanunsyje ce ysoherem BeluTayke
WMHTEeUreHUMnje y ynpaB/bare pusnumma, cajbep 6e3b6eaHOCT, NOTUCTUKY,
MOBUNU3aLNjYy U NOAPLIKY LMBUAHOM ApywTBy. OBO Ce y NpaKcu NOCTUNKe
pa3BojemM ayTOHOMHMX U ayTOMATU30BaHMX CUCTEMA KOjU A0NPUHOCE BP3UHK
n dnekcnbunHoctu. MNocnearbn cermeHT oBe ¢ase 6U bGuna Kpeupare
CTaHAapAa Koju 6u omoryhm KoopauHaumjy CBMX akTepa, Kako Ha HaLMOHaNHOM
HWBOY, TaKo M wupe. YetBpTa dasa 6u Tpebano aa TecTmpa npunarohasare
WMHCTUTYLIMOHANHUX KanauuTeTa, Npe cBera Kpo3 NpomeHe y opraHmM3aumoHom
Aun3ajHy. OBae 61 mopano Aa opraHU3aUMoHe jeanHuLe byay TecTUpaHe Kao
LITO CYy HAaNpeAHW LEHTPU oa/ly4MBakba, AUTUTANHE KOMAHAE, jeAnHMLE 33
aHanu3y nogaTtaka, U APYrM HanpegHW CUCTEMM MOAPNKAHM BeLTaYKoMm
WMHTenureHumnjom. Mocne cermeHTa TecTuparba ycneamne 6u npomeHe y
HOpPMaTUBHOM OKBUPY, Koje 61 obe3beamnne bnekcnbunHe NpoToKone, 6PKu
MEXaHW3MM 0f/1y4MBakba, NEMMTUMHOCT MHTErpaLmje HoBux akTepa. NocnegHu
cermeHT oBe ¢ase 61 06yxBaTUAM 0byKa M Pa3BOj /byACKUX pecypca 3a paj ca
TEXHO/I0rMjaMa M aNroPUTAMCKMM CUCTEMUMA.

MpeTxoaHO HaBeaeHe yeTupu dase CTPYKTypHe TpaHchopmauuje ce He
3aBpLlaBajy MmnaemeHTaumjom Beh je To camo jeaaH LMKAYC Npoueca Koju
Tpeba pa npeactaB/ba CTa/HO TecTUpakbe, UTepauuje Haaorpagse u
KOHCTaHTHO Wu3yyaBarbe. CBe TO 6M pAoBeno A0 crTanHor yHanpehera
anroputTama, Npoueca  MHCTUTYLUMOHANHE CTPYKType. [NpeTxoaHO HaBeaeHOo
UMNANUMPA Aa CTPYKTYpHa TpaHcdopmaumja je npouec Koju je KOHCTAHTHO
Tpaje, aAM U Aa CYWTMHCKM nNpeacTaB/ba OCHOBHY da3ly y npouecy
TpaHchopmaLmje KoHLenTa ToTaHe oabpaHe.

®DyHKYUOHANHa mpaHcghopmayuja

®YHKUMOHaNHM HaKTOP Y KOHTEKCTY TpaHchopmaumje KoHUEenTa ToTasiHe
obpaHe anun n cnposohera aNropuUtTamcke OTNOPHOCTM NPEACTaB/ba OKBUPHM
MexaHu3MM genoBartba M GOpMaT BepTMKANHE MHTerpaumja cuctema.
®yHKUMOHaNHa TpaHchopmauuja ToTanHe ogbpaHe y 406y BelTauke
WHTEAUreHLMje 0AHOCH ce Ha ybp3aHy eBONYLIMjy MPOLLECa aHaIn3e, KoopAnHaLUmje
1 onepaTMBHOT AeNnoBakba. [JoK cy TPaaULMOHANHN CUCTEMM TOTa/lHe oabpaHe
6UNKN 3aCHOBAHM Ha PEAKTUBHOM MPUCTYMY, Y KOME MHCTUTYLIMje OAroBapajy Ha
Beh MaHMpecToBaHe p13nKe, MHTErpaLMja airoPUTaMCKUX cuctema omoryhasa
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nocTeneHn npenas Ka Mogeny y Kome ce Kpusa naeHTMduKyje n HeyTpanvwe
MHOTO rpe Hero LITO MocTaHe onepaTuBHa NpeTha. Kao WwTo nokasyje bonmaH
(Bollmann 2021) y cTyauju o aurutanHoj TpaHchoOpMauUmju CKaHANHABCKUX
oabpambeHnx CTpPyKTypa, NpoLecu KoMaHAoBaka M ynpas/bakba NOCTa/IN Cy
3aBM1CHM Of, NOTMNYHO HOBMX 06/1MKa NOBE3MBakba NOAATAKA, CEH30PCKMX CUCTEMA
N NPeaUKTUBHUX MOZENA, Koju ybp3aBajy TeMNo oa/yka U Npeob/MKyjy HauuH
dyHKLUMOHUCarba 6e36eAHOCHUX MeXaHM3ama.

Y cKaHAWHABCKMM MoAenMma ToTanHe oabpaHe, gurutanmsaumja je seh
4oBena A0 Tora Aa BelTayka MHTeNureHuumja noctaHe MHTerpanHu aeo
CBAKOAHEBHMX aKTUBHOCTU, 04, aHa/IN3€e CUTyaLMOHe CBECTU A0 KOOpAMHaumje
LUMBWUAHO-BOJHUX CTPYKTypa. HoBM cncTtemun GYHKLMOHULLY KAO ,AUTUTANIHU
nocpeaHnumn“ (Guo and Zhang 2026) Koju 06jeantbyjy NogaTKe U3 eHepreTcKux
MpeKa, jaBHUX cnyXbu, cajbep cuctema M BOjHMX nnatdopmu, ctBapajyhu
bYHKUMOHANHY LEeNWHY Koju ayTopu OnucCyjy Kao MpexHo omoryheHy
cnpemHocT (network-enabled readiness) (Khaledi and Saifoddin 2023). Ha T1aj
HAaUYMH KNACMYHU MOAEN, Koju je BMO 3aBMCaH 0f, XWjepapXMjCKUX INHM]a
KOMaHZO0Baka, ce TPaHCHOPMULLIE Y MPEKHM CUCTEM KOjU MOXKE Aa Merba U
npunarohasa NnpuMopuTeTe M NPaBLLE Ae/10Bakba Y PEA/THOM BPEMEHY.

MpeamKTMBHA aHANUTUKA NPEACTaB/baA K/byYHWU acneKT oBe GpyHKUMOHaANHE
TpaHchopmaumje. KaKo NOKasyjy UCTpaxKmMBakba O AUIUTAAU3AUMM U
ynpaB/bakby Kpusama Yy HOPAWMJCKUM Ap}KaBama, aaroputmum Mmory fAa
aHanu3npajy Tokose MHOpPMaLMja 04, APYLUTBEHUX MPEXKA A0 CEH30PCKMX
cucTema m aa naeHTMPUKYjy pusmKke y Hactajamy, WTo omoryhasa Aa ce pecypcu
ycMepaBajy npe Hero wWTo Kpusa eckanupa (Wrange, Bengtsson and
Brommesson 2024). OBo je 3Ha4ajHa HOBMHA Y OAHOCY Ha KACUYHY TOTa/IHY
oabpaHy, Y KOjoj cMCTeM pearyje TeK HAaKOH LUTO je NPeTHa UCNo/beHa.

MynTMAOMEHCKa MNOBE3aHOCT MoCTaje jow jeAHA KapaKTepUCTUKA
byHKUMOHanHe TpaHchopmaumje. U3paenckm mogen gurutannsosaHe oabpaHe,
OMNUCaH y BULLE OTBOPEHUX aHa/IM3a, NOKAa3yje KaKo CMCTEMM 3aCHOBAHWU Ha
MALLMHCKOM y4Yerby MHTerpuLly obaseLuTajHe, onepaTMBHE N IOTUCTUYKE IOMEHEe
Y jeAnHCTBEeHy Nnatdopmy, LITO U3 KOPEHA MeHba OnepaTtuBHY GYHKLMOHANHOCT
1 6p3unHy peakuuje (Aravantinos 2024). Ha oBaj HaumH, BeLUTaYKa MHTEAUreHLMja
He MocCTaje camMO TEeXHONOWKW Aojatak noctojehum cTpykTypama, Beh
dYHKLMOHaANHO ,je3rpo” Koje omoryhasa fa y peaslHOM BpeMeHy nosesyje
umBUAHe cnykbe, BOjHE CTPYKTYPE U KPUTUYHE MHDPACTPYKTYpE.

[ofaTHU GYHKLUMOHANHM acneKkT OAHOCKM Ce Ha MHGOOPMALMOHY W
KOTHUTUBHY oabpaHy. Y aHa/nM3ama eCTOHCKOr moena, CUCTEMM 3a pPaHo
OTKpuBake pge3vHbopmauMmja, aHaAn3ly emOoLMOHANHMX TPeHAOBa W
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npeno3HaBakbe KOOPAMHUPAHMX KaMMakba NOCTajy CTaHAap4, Y CaBpeMeHUm
KOoHUenTMma ToTanHe oabpaHe (Teperik et al 2022). OBpe BeluTauyka
WHTEIUreHUNja Aenyje Kao CUCTEMCKA 3alTUTa Koja LITUTU KOFHUTUBHY
6e3beaHOCT APYLITBA M UHCTUTYLM]a.

Y uenunuu, dyHKUMOHaNHA TpaHchopmalmja ToTasHe oabpaHe y Aoby
BELUTaYKe MHTeAUreHumje NpeacTaB/ba Npenas ca CTaTUYKUX, BEPTUKANMHUX U
PEaKTUBHUX MeXaHM3ama Ha AMHAMWYKE, MPEXKHO OpraHu3oBaHe U
NPeaAnKTMBHO OPWUjeHTUCAHe cucTeme fenioBakba. Y HajlumMpem CcMucay
bYHKUMOHANHM HMBO o0byxBaTa MexaHM3Me [JenoBakba Kao LWTo Ccy
MobUAM3aLMjy, KOMaHAOBakbe, YMpaB/bakbe Kpu3ama, KOMYHUKaUMjy,
JIOTUCTUKY, MHOPACTPYKTYPHY 3aLUTUTY U onepaumje y uHdopmaumoHom, cajbep
M KOFHUTUBHOM MNpPOCTOpPY. BewTaka uHTennreHunja mera 0Baj HUBO KPo3
ayTomaTtusaumjy, onTMmm3aumjy n MHTENUIeHTHO NOBe3nBakLe npoLeca.

ApywmeeHa mpaHcgopmayuja

OpywTBeHa TpaHcdopmauMja NpeacTaB/ba HajcNoXeHUjy U Hajaybsby
OMMEH3Mjy caBpemeHe ToTanHe ogbpaHe. OCHOBHM 33paTak  oBe
TpaHchopMaumje nsrpagtba ApyLUTBEHe Koxesnje n yHanpehere anroputamcke
Kyntype 6e36eaHocTn. [JOK GyHKLMOHANHA U CTPYKTYpPHA TpaHchopmaumja
ONUCyjy NPOMEHEe Y WMHCTUTYLMOHANHUM WM OMNEepaTUBHUM MEeXaHWU3MUMA,
OpywTBeHa TpaHchopmaumja ogparkaBa NPOMeEHe Y KynTypu, BpegHOCTUMA,
obpacumma noHawaka 1 ogHocuma namehy apxkase u rpaharHa. OTnopHocT
OPYLWTBA HUjE WMCK/BYYMBO WMHCTUTYLMOHANHW KanauuTeT, Beh npe cBera
OpYyWTBEHA HOPMa Koja ce rpaan ceecHom 6e36egHOCHOM MOJAUTUKOM WU
KYNTYPOM KONEKTUBHE OArOBOPHOCTH.

Y CKaHAMHABCKMM M BANTUYKMM MOAENNMA, APYLUTBEHA OTNOPHOCT CBe
BMWE Ce 3aCHMBA Ha AWUIUTANHO] KOMMNETEHTHOCTWU, TPAHCMAPEHTHOCTU
WMHCTUTYLMja M noBepery rpahaHa y mexaHn3me HaumoHanHe 6e3beaHoCTw.
Kako nokasyje AHTec (Anthes 2015) y aHanu3u EcToHuje, rpahaHu nocTajy
aKTUBHM ydecHWUUM 6e36e4HOCHOT cMCTEMA He KPO3 KAacuyHy mobununsaumjy,
Beh Kpo3 yyewhe y gurntanHmm cepsmcrMma, cajbep sexkbama u 3ajegHUYKMM
nnatpopmama 3a obpagy uHoopmaumja. OBUM ce Merba KNACUYHU Mogen
ApYywTBeHe Mmobunmnsaumje: rpahaHn He NocTajy camo KopUcHUUM oabpaHe, Beh
WHTErpasHu 4e0 HeHe KOTHUTUBHE U MHGOPMaLMOHE CTPYKTYpE.

KyntypHa anmeHsuja ose TpaHchopmaLmje orneaa ce y Tome LWTO AUrMTaNHA
NMUCMEHOCT NocTaje HoBa OCHoBa be3beaHocHe KynType. Y ECTOHWUjU, PUHCKO] 1
LiBeackoj, AurntanHa KOMMNETEHTHOCT TpeTupa ce Kao npeaycnos 3a
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pa3ymeBarbe CaBpeMeHUX PU3nNKa o aesanHbopmauuja 4o cajbep onepaupmja.
Pa3Boj OBMX KOMMETeHUMja He CAyXM camo MHAMBMAyanHoj 6e3beaHocTn
rpahaHa, Beh M jayary YKynHe ApyWTBEHe OTNOPHOCTU. McTpakuBare o
LMBUIHO-BOjHO] capaamum y LLBeackoj nmokasyje ga ynpaBo noBsepere y
WMHCTUTYLMjE M NOBEPEHE Y AUTUTaIHE CUCTEME NPeACTaB/ba TEME/b YCreLHOor
Jenoakba ToTanHe ogbpaHe (Tillberg, Berndtsson and Tillberg 2025).

Y APYLUTBEHOM CMUC/Y, BELUTAYKA UHTENUTEHLMja YBOAN HOBY AUMEH3UjY
nosepema. MoBepere y anropuTMe, HUXoBY TPAHCMAPEHTHOCT MU MEXaHU3ME
HaZ30pa Hag tbMMa MocTaje NoajeAHaKo Ba*KHO Kao M MOBeperbe Y jaBHe
MHCTUTYUMje. AKO ce anropuTMu [OO0MKMB/baBajy Kao HEMPO3UPHU WM
NPUCTPACHWN, MOTY HapPYLWWUTU NErMTUMMUTET LLEe/IOKYMNHOr cucTeMa oabpaHe.
JlntepaTypa O CTpaTeLWKOj KyATypu HarnalaBa Aa Ap’KaBe OorpaHUYeHux
KanauuteTa mopajy rpagutn Kyntypy 6e3beaHOCTVM y KOjoj TexHonoruja u
WMHCTUTYLMje y3ajaMHO jayajy noBeperbe, AOK rpahaHu akTUBHO y4YecTByjy Y
3ajegHMYKOM cuctemy otnopa (Agustanto, Runturambi and Puspitasari 2025).

Y uenvHu, apywTeeHa TpaHcpopmaLmja ToTanHe oabpaHe y 406y BeluTauke
WMHTeNUreHuUuje noapasymMmeBa pa3Boj KYATYpe Y Kojoj rpahaHn, MHCTUTYUMje n
ANrOPUTAMCKM CUCTEMU Aenyjy Yy jeAUHCTBEHO] apXMTEKTYpWU. M3paencku
KOHLENT ,,Haopy*KaHor apywTea“ (society in arms), cKaHAMHABCKM MoAen
»,HapoaHe oabpaHe” n 6anTuuka naeja ,AMruTanHor gpxasmbaHnHa“ (digital
citizenship) 3acHMBajy ce Ha NPETNOCTaBUM 43 je ApyLTBEHA Mobuamsaumja
K/by4YHa 33 BMLUEC/I0jHY OTNOPHOCT. YMECTO KAaCMYHOr MOAena ,,4pyLTBa nog,
opyjem”“, passuja ce moaen ,ApyLlITBa y anroputmy”, rae rpahaHum nocrajy
AKTUBHW Yy4YEeCHUUM KOTHUTUBHE N MHOOPMALIMOHE OTMOPHOCTH, @ NOBEPEHE
nocTaje CTpaTeLKN pecypc HauMoHanHe 6e3begHocTu.

[JonpuHoc KoHUenTy ToTasiHe oabpaHe Penybauke Cpbuje

Mpepnor yHanpeheHor moaena KoHUENTa ToTanHe oabpaHe Penybauke
Cpbuje mopa Aa byae 3acCHOBaH Ha peasHMM KanauuTeTMma AprKaBe, AOK
NCTOBPEMEHO Ceam NPUHLMNE a/ITOPUTaMCKe OTNOPHOCTU Koju cy Beh BUaA/bMBM
Y yCNewHUM HOPAUJCKUM, BanTUUKUM U U3paenckum okBMpuma. Monasehu og,
cneynduyHOCTM  cprckor 6e36e4HOCHOr  OKpYXera,  LMBUIHO-BOjHE
NMHGPACTPYKTYPE 1 HUBOA AUrMTaIHE TPaHCPOPMaLIMje APYLUTBA, MOAE/ TOTa/HE
oabpaHe mopa 6UTK NOCTaB/beH KAao MHTErpMcaHa apxXMTEKTYpa Koja 0bjeantbyje
AP*KaBHE UHCTUTYLUMje, NPUBATHM CEKTOP, akadeMCKy 3ajeaHuuy 1 rpahaHe y
jeanHCcTBEH cucTtem oTnopHocTu. OBaj mogen He Tpeba Aa byae Konuja CTpaHmX
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pewera, Beh npunarohaBarbe Hajbo/bLMX MPaKCK Koje cy noTBpheHe vy
HOpAMjCKOM M BanTUYKOM pernoHy Ha ycnose Cpbuje, umajyhu y Buay weHy
HeyTPaIHOCT, FeONONUTUYKM NONOXKA]j, MOIMTUYKM M NPABHM NOPeaaK.

K/by4Ha npeTnocTaBka HOBOr MoZela Mopa Aa byae To Aa ToTanHa ogbpaHa
HWje caMo MexaHM3aMm peakuuje Ha Kpuse, Beh cucTem HenpeKkuaHe 3alTuTe.
Cpbuja Beh noceayje AenoBe 0BaKBOr CUCTEMA Y OKBMPY CeKTopa be3beaHocTw,
ob6aBeLwTajHNX CIYXKOU, UMBUITHE 3aLUTUTE N MHDPACTPYKTYPHMX OnepaTopa, aim
OHM penyjy ¢parmeHTMpPaHO, Ca OrpaHMYEHOM pPasMeHOM MoaaTaka U
pPasIMYUTUM HUBOMMA AUrnTanmnsaumje. Ysohere BelTauke UHTeAnreHumje
MmoxKe aa omoryhm npemowhaBarbe OBWX MHCTUTYLMOHANHMX MoAena
CTBApakb€M WHTErpucaHor ,ApylTBeHo-6e36eaHOCHOr eKkocuctema” Koju
GYHKLMOHMLIE HA OCHOBY NPEANKTMBHE aHaN3e U AMHAMUYKE KOOpAUHaLMje.

MpBK enemeHT NpeanoXKeHor mogena 6u 6uno oapehunsBarbe MHCTUTYLMjE Y
4njoj HagNexHoOCTM b1 B1o pa3Boj M MMNIEMEHTaLM]ja OBOr KoHUenTa. [Moctojehn
MoZen Koju npeasuha HagnexHocT MuHuUcTapcTBa oabpaHe, CacBUM M3BECHO
He MoXe 06e36eaMTN caBpemMeHM NPUCTYN TOTaNHOj oabpaHM Mo mMmoaeny
aHraxkoBahba untasor apywTtsa (Whole of Society Approach). Ycnoctas/barbe
HaumoHanHor ueHTpa 3a pa3BoOj KOHUENTa ToTasHe oabpaHe, Koju 6wu
dYHKUMOHaNHO bro opraH Bnage ca jacHo AeduHUCAHMM Ha/IEXXHOCTMUMA U
pecypcmuma, omoryhmuno 6u nHTerpaumjy n npeacTaB/bao CBOjEBPCHO YBOPULLITE
3a yCMepaBatbe AeN0Batba APHKABHUX U APYLUTBEHMX KanauuTteTa. LleHTap He 61
610 camo TEXHUYKA MHCTUTYLM]A, BEh aHAaNUTUYKO-KOMaHAHa CTPYKTYpa CANYHA
duHckom NCSC-FI (National Cyber Security Centre Finland) nnn ectoHckom CERT-
EE (Kiiberintsidentide kéisitlemine CERT-EE). Buo 61 3aay»KeH 3a NpUKyn/barbe
nogataka W3 BWLIE CEKTOpPa — BOjHON, MNOAUTUYKOL, WHGOPMALMOHOT,
€HepreTcKor, Te/IeKOMYHUKALMOHOr, jaBHOr 34paB/ba, cajbep AOMeHa U
0bpasoBarba, paam n3rpagte jeAMHCTBEHOr HALMOHATHOT OKBMPA CUTYaLMOHe
ceectn. Cpburja Mma agMUHUCTPATUBHU KanaumTeT ga Gopmmupa 0BaKBO TesO,
jep Beh noctoje MHCTUTYyUMje Kao wWTo cy KaHuenapuja 3a MHPopmaLMOHe
TexHosnormje n e-ynpasy, PerynatopHo Teno 3a efieKTpoHCKe KOMyHUKauuje n
nowtaHcke ycnyre (PATE/1), Cektop 3a BaHpeaHe cutyauuje MuHUcTapcTsa
YHYTPaALWHMX NOCN0BA, A/ je HEONXOAHO HUXOBO CTPYKTYPHO NOBE3MBaLE.

Opyrn enemeHT OAHOCK Ce Ha yBOhere BelTayke WHTeNUreHuuje y
noApLLUM LMBUAHO-BOjHE KOOPAMHALUMje, LUTO je K/by4YHa NeKkumja 13 WeencKor
W HopBeLwKor mogena. Cpbuja popmanHo Mma passujeHe MexaHU3Me LUBUIHO-
BOjHE capaftbe, a/in OHM YINAaBHOM QYHKLMOHULLY Y KOHTEKCTY BaHPEeLHUX
cuTyaumja. Y goby BeluTauke MHTENUTEHLUMje OBa KOOPANHALMjA MOpa NOCTaTH
KOHTUHYMpPaHa, 3aCHOBAHA Ha a/IOPUTAMCKMM CUCTEMMMA KOju npaTte cTaTyc
pecypca, /byacTBa, KPUTUUYHE MHPPACTPYKTYPE U KOMYHUKALMOHMX TOKOBa. OBO
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6u omoryhmnno ga ce mexaHusmu ogbpaHe aKTMBMpajy 6e3 Kalwrerba, a
CTPYKTypa opaayyumBatba nocTaHe dnekcnbunHmja. Cuctem wuHTerpaumje
BELUTAYKE MHTE/UreHumje pa3Bujao bu ce y cKkaagy ca NpeacTaB/beHUM
KOHLENTOM CTPYKTYPHMX, PYHKLUMOHANHUX U ApYLUTBEHMX PaKTopa.

Tpehun enemeHT mozena o4HOCK Ce Ha U3rpaatby HALMOHANHE KOTHUTUBHE
oabpaHe, Koja NpeacTaB/ba HajOCET/bMBUjU CETMEHT a/ITOPUTAMCKE OTNOPHOCTMW.
Cpbuja je nocnearbux rogmMHa Wu3NoKeHa AesnHdopmalmjama, cajoep
Hanagyma, NOANTUYKUM YyTULAjMMa M KaMNakbaMa Koje Ln/bajy jaBHU ANCKYPC.
Y cknagy ca uckycteuma EcTOHMje, HEOMXOAHO je pa3BMjaTU CUCTEM Koju
KOMOWHYje anroputamcky AeTekuujy MAHWMNYNATUBHUX CaAprKaja, 6p3y
peakumjy AprKaBHUX MHCTUTYUM]ja U nporpame eaykaumje. Oae je nocebHo
Ba*KHO NoBe3aTn meamjcke Kyhe, HayuyHe MHCTUTYTe 1 Be3beaHOCHe CTPyKType
Y MPpEeXy Koja OYHKUMOHMLIE KA0 HAUMOHaNHM GuATep KOrHUTUBHE
6e36enHocTU. Cpbuja Beh noceayje KanauuTeTe y 0Boj 061aCTH, av OHU HUCY
LEeHTPaIN30BaHN HUTU GOPMANHO MHTErPUCAHW Y OKBMP oabpaHe.

YeTBPTWN €N1eMeHT je pa3Boj €TUYKOr, NPaBHOr U pPerynaTopHOr OKBMpPaA Koju
he omoryhut 6e36eHy NPUMEHY BELUTAYKe MHTEAUTEeHUUje. Y TOM cMmuchy,
Cpbuja ce moxe 0CNOHUTK Ha UCKyCcTBa EY, MehyHapoaHe TenekomyHUKaumoHe
yHuje (International Telecommunication Union — ITU) n OpraHusauuje
YjeanmweHux Haumja 3a obpasoBakbe, Hayky u Kyntypy (United Nations
Educational, Scientific and Cultural Organization — UNESCO), anv v npunarogutm
npasuna cneumduyHocTMMa cBoje b6e3beaHocHe KynType. KibyyHo je
aAeduHUCaTU NPOTOKONE OAroBOPHOCTW, CTAHAAPAE TPaHCNAPEHTHOCTU WU
MexaHW3Me Ha[30pa HaZ aAropUTaMCKMM CUCTEMMMA KaKo bBu ce cnpeunne
3noynotpebe n usrpaguno noseperse rpahaHa. bes oBe gumeH3uje, Yak u
Hajb6o/bn TEXHUYKM CUCTEM OCTaje 6e3 ApyLITBEHE NETMTUMHOCTMU.

MeTn enemeHT OAHOCK Ce Ha YN0y NPUBATHOT CEKTOPA, KOjU je HeM30CTaBaH
Yy CBUM MOAEPHUMM MOAEeNMMa ToTanHe ogbpaHe. Cpbuja Mma pasBujeHy
NHAYCTPUjy NHGOPMALIMOHO-TENEKOMYHUKALMOHUX TexHonoruja (UKT), pactyhu
6poj ,,cTapTana” v BuLWe yHMBEpP3UTETA KOju ce 6aBe MaLLMHCKMM yderbem. CBU
OBM aKTepn Mopajy BUTU YK/byYEHU Y apXUTEKTYPY oabpaHe Kao napTHepw, a
He Kao CNO/bHU eHTUTETU. PUHCKM M eCTOHCKM MOAENWN MOKA3Yjy Aa NPUBATHM
CEKTOp MOCTaje HOCUAL, K/byYHUX CErMeHaTa aroputamcke MHOPaCTPYKTYpe,
o4, cajbep 3awTUTE A0 NPeaUKTUBHUX cucTema. Cpbuja MMa KamaumTteT Aa
pasBuje CIMYaH NPUCTYN Y3 MHCTUTYLUMOHANHY NOAPLUKY U GUHAHCHMPaHbe KPpo3
Un/baHe nporpame.

Ha Kpajy, npeanoxeHn mogen totanHe ogbpaHe Cpbuje Tpeba aa byae
3aCHOBAH HAa WAaeju Aa je OTNOPHOCT APYLITBA HEPACKMAMBO MOBe3aHa ca



IP/MN 78 (3): 747-791 787

TeXHoNOorMjama Koje ce 6p30o pas3Bujajy. YMecTo Aa ce ocnakba Ha KnacuyHe
KoHLenTe mobunusaumje, HoBM mogen Tpeba Aa pa3BMja anropuTaMcKu
nogp»KaHe mexaHM3me capaghe, npeasuhara u 3aWwTnTe, Koju he omoryhuTti
Cpbuju pa oaroBopu Ha C/OXKeHe pu3MKe caBpemeHor 6e3beaHocHor
OKpyKera. OBuM npuctynom Cpbuja moxke Aa U3rpaam cCMcTeM Koju HUje camo
afanTmeaH, Beh u cTpaTelwkm GpnekcnbunaH, U Koju ymecTo pearoBara Hyam
NPOAaKTUBHO ynpas/batbe be3benHoLwhy.

3aK/byyaK

Pag nonasu op Tese pga ybp3aHM pas3Boj BeLITauyKe MHTeAUreHumje
CYLUTUHCKM TpaHchopmuLle KOHUeNT ToTanHe oabpaHe, nomepajyhu ra ca
KNAaCUYHOT UMBUIHO-BOJHOT MOAENa Ka MHTEerPUCAaHOM CUCTEMY aNroOpUTamMcKe
OTNOPHOCTU. AHA/IN30M TEOPUJCKMX OKBMPA, KAO U KOMMAPATUBHUX UCKYCTaBa
HOPAMjCKMX M BaNTUUKNX ApXKaBa, MOKA3aHO je Aa ToTasHa ogbpaHa y 21. Beky
BULIE He MOXKe BUTM cxBaheHa MCK/bYYMBO KaO MeXaHM3aM peakumje Ha
Opy)KaHy arpecujy, Beh Kao AWHAMWUYKKM, MYNTUAOMEHCKM U APYLUTBEHO
YKOpPeH-€eH cucTem yrnpas/barba pU3MLMMA.

K/by4Hn pe3yntatv paga yKasyjy Aa BelwTayka MHTeAUreHUMja He genyje
CaMo Kao TEXHO/IOLKa NnoApLika noctojehum oabpambeHnm cTpyKkTypama, seh
Kao CTPYKTYpPHM AKTOpP KOjU Merba CamMe OCHOBE OpraHusauuje,
dYHKLUMOHMCaHa M NpaBHe ypeheHOCTN KoHLEeNTa ToTanHe ogbpaHe. Y Tom
cmucny, ysohere KOHLEeNTa airopuTamcke oTropHocTM omoryhaBa npenasak
Ca peaKkTMBHE Ha MNPOAKTMBHY JIOTMKY oabpaHe, y KOjoj ce npeTe
naeHTUOUKYjY, aHaNN3UPajy U HeyTpanuwy npe Hero WTo ecKanupajy y
OTBOPEHY KpU3y.

AHanunsa Tpu HMBOA TpaHchopMmaLmje — CTPYKTYPHOT, PYHKLMOHANHOT U
OPYLWTBEHOr — yKasyje Aa je oAp»KMBOCT ToTanHe oabpaHe 2.0 ycnos/beHa
FUXOBUM  UCTOBpPEMEHMM U ycknaheHum  passojem. CTpyKTypHa
TpaHcdopmaumja obesbehyje MHCTUTYUMOHANHY M HOPMATUBHY OCHOBY,
dyHKUMOHanHa TpaHcpopmaumja omoryhasa epuKacHO AenoBakbe y peasiHom
BPEMEHY, AOK ApywTBeHa TpaHcdopmauuja obesbehyje nermTmmuTer,
rnoBepere 1 Koxesnjy 6e3 Kojux H1 HajHanpeaHnju anropUTaMCKM CUCTEMU He
Mory BUTK LENOTBOPHM.

MNocebaH ponpuHoc paga ornega ce y dopmyaucawy npeasora
yHanpeheHor mogena TotanHe ogbpaHe Penybanke Cpbuje, 3acHOBaHOr Ha
NPUHUMNMMA CaBpPeMeHe yCneLHe npaKkce aNroputamcke oTnopHOCTH, anu
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npunaroheHor HaunoHaNHUM  cneundUYHOCTUMA, UHCTUTYLMOHANHUM
KanaumMteTMma M reonosIMTUYKOM NOMOXKajy Apkase. MpeanoxeHn moaen
YKasyje Ha HeonxoAHOCT MHTerpaumje Ap*KaBHUX WMHCTUTYLMjA, NPUBATHOT
CEKTOpa, aKagemcKe 3ajefHuue v rpahaHa y jeAMHCTBEH CUCTEM, Y KOojemM
noAaLm, airopUTMU U JbyACKU PECYPCU AENYjY CUHXPOHMU30BAHO.

NcToBpemeHo, pag, yKasyje 1 Ha orpaHMYerba U pU3MKe NPUMEHe BelLTauKe
WHTeNureHumje y obnactv TotanHe oabpaHe, yk/bydyjyhu nutarba anroputamcke
NPUCTPacHoOCTK, cajbep parbMBOCTM, €TUYKE OAFOBOPHOCTM WM O4vyBakba
AEMOKPATCKE KOHTpo/ie. YNPaBO M3 TOr pas/fiora, airopUTaMcKa OTNOPHOCT He
cme 6UTK cBeAeHa Ha TEXHOKPATCKKM npojekaT, Beh mopa 6utn npaheHa jacHum
NPaBHUM OKBMPOM, TpaHCNapeHTHowhy M KOHTUHYMPAHOM eayKaunjom
YMTaBOr APYLUTBA.

MosKke ce KOHCTaToBaTK Aa ToTanHa ogbpaHa 2.0 npeacTaB/ba €BONYTUBHU
0AroBOp Ha KoMNneKcHe 6e3begHoCHe M3a30Be caBpeMeHor go6a, y Kojem ce
rpaHuue nsmehy mmpa v pata, pU3MYKOr U AUTUTANHOT, APXKaBe U APYLUTBA CBe
BMLIEe 6pULLy. Y TOM KOHTEKCTY, BElITayka MHTeNUreHumja noctaje KibyvyHu
KaTa/M3aTop HOBE CTpaTeLLKe /IorMKe oabpaHe, anu heHa epeKTUBHOCT 3aBUCK
o4, CNOCOBHOCTM ApXKaBe [a je MHTEerpulle Yy KOXEPEeHTaH, NeruTMmaH u
ApywTBEHO npuxsaheH cuctem.

Byayha ucTpaskmBara Tpebano 6 ycMepuTh Ha eMMUPUjCKy aHanusy
UMNNEMEHTaLUMje anropuTamcke OTMOPHOCTM, PasBOj MHAMKATOPa HeHe
edMKaCHOCTH, Kao M Ha KoMNapaTMBHa NPOyYaBakba Pa3AINUUTUX HALMOHANHUX
MOZeNa Y KOHTEKCTY perMoHasiHe n KonektueHe 6e3beaHoOCTM. Ha Taj HauuH,
KOHULENT ToTasiHe oabpaHe MOKe Aa HAacTaBM CBOj Pa3BOj KAo pesieBaHTaH U
OAPXMB OAroBOpP Ha M3a30Be 6be3beaHOCTU y 00y BELUTAUYKE MHTEUTEHUM]E.

lMpesoo ca eHesleckoe HA CPIICKU je3uK: aymopu

Dr. Veljko Blagojevi¢’s part of this paper present findings of a study
developed as a part of the research project “Serbia and challenges in
international relations in 2026”, financed by the Ministry of Science,
Techonological Development and Inovation of the Republic of Serbia, and
conducted by Institute of International Politics and Economics, Belgrade,
during the year 2026.
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